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Abstract

Access control methods are used to provide data protection against unauthorized users.However,
these models are only concerned with access decisions, which is not enough. To have complete
protection, it is also necessary to control the transfer of data after the access. This is why we
need data flow control.

So far, the data flow control problem found solutions in the traditional lattice model. However,
this model is very restrictive since it requires a lattice structure. In this work, we propose an

alternative solution that is efficiently feasible in any network.

Our solution takes into consideration the fact that multi-level systems are necessary for data
secrecy. Furthermore, for every network, we can construct a multi-level system, which is a
partial order of components that is proven necessary and sufficient for data secrecy, and unlike
the lattice model, always exists and does not require adaptations. We back our claim with

simulation results that prove the feasibility of our method for large networks.
We show that our method is applicable outside the organizational context, and into the large
distributed systems of the Internet of Things. The partial order of components allows us to

configure IoT networks to meet privacy and secrecy and integrity requirements.

Finally, we propose an implementation method of our method using Software-defined networks.

An SDN controller is developed to enforce the data flow rules of our partial order model.
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Résumé

Pour faire face aux défis de sécurité des données, les modéles de controle d’accés sont mis en
place. Ces modéles offrent une protection des données contre la divulgation et la destruction.
Cependant, ces modéles ne concernent que les décisions d’accés, et cela n’est pas suffisant. Pour
avoir une protection compléte, il est également nécessaire de controler le transfert de données

apreés l'accés. C’est pourquoi nous avons besoin d’un contréle du flux de données.

Jusqu’a présent, le probléme de controle de flux de données a trouvé une solution dans le modéle
traditionnel treillis. Cependant, nous pouvons voir que certaines propriétés de ce modéle ne sont

pas pratiques et elles sont trés resctrictives.

Dans ce travail, nous proposons une solution alternative réalisable dans n’importe quel réseau.
Notre solution prend en compte le fait que les systémes & plusieurs niveaux sont nécessaires
au secret des données. De plus, pour chaque réseau, nous pouvons efficacement construire un
systéme a plusieurs niveaux, qui est un ordre partiel de composants qui s’avére nécessaire et
suffisant pour préserver la confidentialité des données. Contrairement au modéle treillis, notre
modéle est plus pratique, existe toujours et ne nécessite aucune adaptation pour ’obtenir. Nous
soutenons cela avec des résultats de simulation qui prouvent la faisabilité de notre méthode pour

les grands réseaux.

Nous montrons que notre méthode est applicable en dehors du contexte organisationnel et dans
le grand systéme distribué de I’Internet des objets. L’ordre partiel des composants nous permet
de configurer les réseaux IoT dans le respect des exigences du secret de la confidentialité, et de

I’intégrité des données.
Enfin, nous proposons une méthode d’implémentation de notre méthode & 'aide des Software-

definedd networks .Un controleur SDN est développé pour appliquer les régles de flux de données

de notre modéle d’ordre partiel.
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General introduction

Chapter 1

General introduction

1. Introduction

In the current context, the security of data and information faces many challenges. One of
these challenges is for organizations to protect the data on which they rely against disclosures,
alterations or destruction. These challenges have increased with the development of Internet
technologies that make data more accessible in massive quantities. This last fact increases the
risk of data leakage and makes controlling the security of data more difficult.

To face those challenges, we have the notion of access control. It plays a major role in the
protection of the data. According to [55] access control “... is concerned with determining the
allowed activities of legitimate users, mediating every attempt by a user to access a resource

in the system...”.

This can be done by verifying if each subject (person, process, etc.) has
the necessary rights to execute each requested action (write, read, delete, etc.) on objects
(resources, files, databases, etc.). Access decisions are made according to sets of rules defined by
security administrators; these sets of rules form what is called security policies. Access control
is implemented through many models. However, some of these models do not totally fulfill the
real and evolving needs of data protection, more specifically; they are not concerned with the
propagation of data after subjects have accessed them. Hence, the importance of the concept
of data flow control.

Data flow control is a concept that focuses on preventing the propagation and leakage of
data from authenticated and legitimate users to other unauthorized subjects who should not
have access to them [101]. This concept is implemented with the Mandatory access control
models (MAC). However these multi-level models are often considered outdated, and modern
access control models tend to be role and attribute-based. We intend to show in this research
that multi-level systems are necessary for data secrecy and relate closely to practical needs.

Since most of the security models except MAC models lack data flow control mechanisms,
we intend to propose, in this work, a suitable solution for this problem. Our solution will be

a practical security model dedicated to control the data flow, i.e. to control where data can
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Figure 1: Illustration of a data flow in a system

end once accessed. This solution will be valid for organizational systems, as well as for new
distributed systems such as the Internet of Things. Our model is a relational model just like
the influential model of Denning [31]. It is, however, more practical and can be considered a
generalization of the latter. It uses partial orders, which are necessary and sufficient for data flow
secrecy and always exists in any data flow system without a need for any particular structure

like the lattice model.

2. Motivations

Consider a system where subjects can write on objects and objects can be read by subjects. We
say that there is a potential data flow between two subjects (objects) when a subject (object)
can, by the effect of reading and writing operations, transmit data to other subjects (objects).
For example, in figure 1, subject A can read data z from an object and other entities can receive

z from A. Arrows represent possible data flows.



General introduction

In this system, there are indirect data flows illustrated by dashed arrows. These indirect
flows are the result of the exploitation of legal direct data flow illustrated by solid arrows via
intermediary subjects and objects and may be legal or not. In practice, these data flows can
compromise confidentiality; a typical example is one where insiders of a company can pass
confidential data by taking advantage of intermediary subjects and objects.

Thus it is very important for confidentiality purposes to determine where the data of given
objects can flow. Can a given subject know data coming from a specific object? Which data can
flow to a particular subject? Dually, for integrity issues, can an object store data coming from
another object? Can a given object happen to store data originating from a specific subject?

The data flow control problem found a solution in the lattice model. But, is this solution
really practical? In many cases in practice, lattice properties such as the existence of upper and
lower bounds are not satisfied in companies’ network. Therefore, it can be useful to propose an
alternative solution, which is feasible in any network.

This problem occurs not only in organizations, but also in dynamic systems such as the
Internet of Things. The Internet of Things is a highly distributed system where data can flow
among computational objects in complex data flow configurations. The Internet of Things is
about connectivity, but it is just as much about data flow control. For example, in a healthcare
system, a heart-rate sensor and a motion sensor may be separate things that communicate their
data. Each thing’s data flow is stored for a specific person, and must only be accessible by the
treating staff, and isolated from other things and other people’s data. Another example is an
e-commerce network, with three clients, two stores and four suppliers. Client 2 and Client 3 are
colleagues so they collaborate and share data and order only from Store 2. We have two stores
in competition, Store 2 works with Supplier / and Store 1 with the others, and four suppliers,
Supplier 1, Supplier 2 and Supplier 3 are allies that collaborate and share client data. The
example is illustrated in Figure 2. In this example, each client can order from a store, if the
order’s item stock is exhausted in the stores, the order is routed to the suppliers. An opposite
data flow is present; it consists of the billing data that flows from the suppliers into the clients.
So, for every client, data must only be accessible to the authorized stores and suppliers. We will
come back to this example in our work.

In these cases, it is very important to enforce data flow constraints in order to be able to
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Figure 2: Illustration of an e-commerce system

answer questions such as how can we set up data communications channels between things
so data originating in one device can or cannot reach another one? Given certain data flow
relationship in an IoT system, and data originating in certain devices, which are the entities
that will be privy of these data?, and finally, given an IoT network specifications, how can we
configure an IoT architecture that is secure with respect to data?

Although there is a well-known model for data flow control which is the lattice model of
Denning [31], we can see that this model presents some gaps that complicates its enforcement
and implementation. We give a simple example that highlights some of the problems faced while
using the lattice model. Let us consider a situation where we have a very simple system, consist-
ing of only two companies Co! and Co2 in conflict of interest. Neither company should receive
data from the other. The following Figure 3 describes the modelling of secrecy requirements
with the lattice model.

While using the lattice model, it is necessary to introduce upper and lower bounds for the
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Figure 3: Lattice model for the given example.

two entities. These bounds don’t exist in practice, in fact, they are contrary to requirements.
We have an entity (the upper bound) that can receive data from both companies contrary to the
conflict of interest specification. Implementing this model will require removing the elements
that were just added. So, the lattice model is a theoretical model that cannot be used for
implementation.

All those gaps motivated us to propose a new model for data flow control that is more general
and more practical than the lattice model.

In our work, we develop a method for formally defining and optimally implementing data
flow constraints in systems such as the ones described above. In addition, we prove that the

method is more efficient and scalable than the existing ones.

3. Organisation of the thesis

In this chapter, we have presented a general introduction to the research topic, the motivations
behind our work, and the intuitive hypotheses that we will use. The remaining of the thesis is

organized as follows:
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Chapter 2
In chapter 2, we present a set of concepts related to the field of computer security and access
control. This chapter will also include definitions of concepts related to information flow control
that will be used all along this work.

Chapter 3
In chapter 3, we will review research in the areas of access control and data flow control. We will
start with the presentation of the classical models of access control, indicating their weaknesses
regarding data flow control. We will also look in more detail at the work related to data flow
control whether it is in organizations or other types of systems (mainly the Internet of Things).

Chapter 4
In chapter 4, we define some notions and algorithms used in our method and that constitutes
the basis of our work. This includes graph and order theory notions and a formalism to reason
about confidentiality and integrity.

Chapter 5
In chapter 5, we present our work on finding multi-level system inside any access control systems
using graph and order theory. Simulations are described, proving that the method is feasible in
real systems composed of many thousands of entities.

Chapter 6
In chapter 6, we leave the organizational aspect, and discuss the application of our method on
the Internet of Things. We show that the method is applicable to such systems in order to meet
privacy and secrecy requirements.

Chapter 7
In chapter 7, we propose a possible implementation of our model in the context of the Internet of
Things using Software-defined networks (SDN). An SDN controller will be developed to enforce
our partial order to control data flow in a given system. Simulations will also be done to prove
the feasibility of the implementation.

Chapter 8
In chapter 8, we present a summary of the contributions of this work alongside some research

perspective that can be done in future works.
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Chapter 2

General Concepts

1. Introduction

In this chapter, we will briefly review the definitions of the three domains addressed in this
work, namely information security, access control and data flow control. We will present the
different concepts related to each domain, with special attention to concepts considered to be

at the foundation of this work.

2. Information security

The field of information security has grown and evolved significantly over many years. This
evolution aims to meet the requirements of security and privacy that have been the subject of
much research after the internet revolution [121]. These requirements can be legal, sociological,
political, and administrative factors. Technically, the main goal of information security is to
maintain the confidentiality, integrity and availability of data [2,60] from those with malicious
intentions. Confidentiality, integrity and availability are known as the CIA Triad of information
security. This triad has evolved into what is commonly termed the Parkerian hexzad [80], which
includes confidentiality, integrity, availability possession (or control), authenticity, and utility
[21].

Below we elaborate briefly on each of these concepts, plus some other related ones, which
will be important for our work. Some of these concepts will be more precisely defined later in

our work.

Data and information
The terms ‘information’ and ‘data’ are sometimes used interchangeably. For data, we have Mer-
riam Webster’s definition: information in digital form that can be transmitted or processed. And
for information: knowledge obtained from investigation, study, or instruction [121]. Accordingly,

data are bits and bytes interpreted as alphanumeric characters. The concept of information is
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Availibility

Figure 4: The CIA Triad

more general, it can include everything that can be inferred from data. For example, a date:
2016.05.10 is data. It is also information, but much additional information can be derived from
it: for example, if it is interpreted as a birth date, that the person is five years old, that she or
he was born in May, in spring, that is younger than us, etc. While data represent themselves,
the representation of information is less obvious. Information can be encoded in data and data
can be encoded in information in many different ways. This is the reason why in this work, we
will avoid talking about information flow; information can flow not only by reading and writing
operations, but also by inferences, which are outside our scope.

Confidentiality and secrecy
Confidentiality (also called secrecy) are implemented by granting access to data or resources
only for authorized persons, entities or processes [10,92]. For example, a nurse cannot read
information about a patient in another department, an emergency doctor can.

Integrity
Integrity means maintaining and assuring the accuracy and completeness of data over its entire
lifecycle [21]. This means that data cannot be changed in any unauthorized manner. In our
work, integrity will be taken as the property of a subject (object) to know (contain) only data

of specific types or labels.
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Availability
Awvailability refers to the ability to use (in our case, read or write) the desired data or resource

at the desired moment by an authorized entity. Availability will not be discussed in this thesis.

Other related concepts such as Authenticity (proof of identity [28]), Utility (usefulness of
data [92]), and Possession (Control or ownership of data [92]) have been introduced, but this

work will not be concerned about them.

3. Access control

Access control is the process of mediating every request to resources and data maintained by a

system and determining whether the request should be granted or denied. The access control

decision is enforced by mechanisms implementing regulations established by a security policy

[22]. This security policy mainly aims at ensuring the phases of access control namely identifi-

cation, authentication, authorization, access approval, and audit. All this, without harming the

three information security proprieties (confidentiality, integrity, and availability).
Identification

Identification is the process of verifying with the system, the identity of a user (subject) through

a unique information common to him. For example username, email address ...
Authentication

Authentication is the act of confirming the authenticity and the truth of the identity claimed

true by a user during the identification phase [21]. In fact, once a user is identified within the

system, the latter will verify the accuracy of the access request data with the data recorded in

the system when creating the user account. Such data may include password, PIN , fingerprint...
Authorization

Authorization specifies the operations that subjects are allowed to execute within a system.

Note that the fact that a user has been identified and authenticated does not imply the right to

access data within the system [93] , this right is based on policies and access control models.
Access approval

Access approval is the function that grants or rejects access during operations. It compares the

formal representation of the access request with the authorization policy to determine if the



General Concepts

access is granted or rejected [44].
Access audit
Access audit aims to assess the strength of the control environment and the adequacy of the

related internal control framework in place over system access controls [48].

Now that we have presented the different phases of the access control process, we will define

the concepts related to access control that can be found in this work.

Object
An object is a passive entity that contains data; it can represent a document, a database ...
Access to an object implies access to the data that it contains.

Subject
A subject is an active entity that requests access to an object; it can represent a process, a
person, or a device. Operation An operation is an action performed by a subject on an object.
For example, read, write, delete, modify, append ... In this thesis, we will limit ourselves to
reading and writing operations.

Permission
A permission is an authorisation given to a subject to perform an operation on an object. For
example, a database administrator can get permissions to perform any action on any record in
the database. In this work, we will only consider reading and writing permission, since others
can be seen as derived permission: for example, deletion can be defined as replacing a data item
with null data.

Least privilege
The principle of least privilege states that a user must be able to access the minimum of data and
resources that are necessary for a legitimate purpose. This will prevent the abuse of unneeded
permission [44].

Need to know
The principle of Need to know is an application of the least privilege principle. It states that a
user can only access the information and resource that are necessary to complete their legitimate

purpose.

10



General Concepts

Privacy
Privacy is the right of people to deny access to data about themselves that others might use
to their disadvantage [119]. This process may be selective in which individuals keep some
information secret and private while they choose to make other information public and not
private [36].

Personal data
Personal data means data about an identifiable individual that is recorded in any form including,
without restricting the generality of the foregoing: information relating to the race, national or
ethnic origin, colour, religion, age or marital status of the individual, the address, fingerprints
or blood type of the individual, etc. Theses should remain confidential in all cases [62].

Purpose
The purpose concept has an important function in protecting privacy [24]. It represents the
reason for the availability and disclosure of information. For example, an Amazon’s client
discloses his address only for receiving his orders.

Separation of duties
Separation of duties is the concept of having more than one person required to complete a task
in order to prevent fraud or error [22]. For example, in a company, a person in charge of opening
envelopes that contain checks cannot be the one that records the checks in the system. This
reduces the risk of fraud.

Classification
Data classification is the process of organizing data into levels. These levels indicate the sensi-
tivity of the data and determine the security requirements necessary to access it. Every classified
data requires a protection against unauthorized access, and the roughness of the protection de-
pends on the classification level. For example, access to data classified in the secret level should
be narrower than access to confidential information. [21]

Clearance
A security clearance is a status granted to users allowing them to access classified data. A user
can access data classified less than or equal to his security clearance. A clearance by itself does
not grant access; the organization should also determine that the cleared user needs to know

the specific classified data [36].

11
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Access control policy
An access control policy is a set of rules or principles used in an organization for security. This
set determines the access decision for any request. In some cases, an access control policy is
made of a single rule [22]. For example, a student cannot write on the grades file. But generally,
an access control policy contains a whole set of rules.

Access control model
An access control model is an abstract system that can be used to formally implement an access
control policy. The formalization should allow the proof of properties on security provided by

the access control system being designed. [22].

4. Data flow control

In an organization, in order to perform operations on protected objects, subjects must have the
authorization of an access control model. Even though the main models reflect this reality, most
access control models do not take into account data flows implied by a given collection of access
rights. However, some of these systems (that we will present in the next chapter) are concerned
not only about accesses, but also about the propagation of data (data flow).

In the literature, data flow can be defined as the propagation of data from a source into a
destination, but formally, there is no fixed definition of data flow, many definitions have been
proposed according to the authors and depend on the models and the security objectives to
achieve. These definitions will be presented in detail in the next chapter.

In general, and for this research, we say that there is a data flow from an object Oz into
another object Oz whenever the data stored in Os has moved directly or indirectly into Oz .
This propagation is generally the result of a reading operation from O followed by a sequence
of writing and reading operations that ends with a writing operation on Oz.

Illegal data flow
Illegal or unauthorized data flow is an information leakage that occurs when data ends up
revealed to unauthorized parties. In general, information leakage can occur through covert
channels, Trojan programs, etc.

In a system, this data flow can start from a subject S1 that executes an authorized reading

operation over an object O1 followed by a writing operation on an object O2 for which a subject

12
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S2 has reading access. In this case, S2 can read the data that flows from O1 into O2 even though
he does not have that access right on O1. In the cases of information leakage, several questions
arise with the intention of subjects that have access right and initiate the leakage; this shows
that the human factor is decisive and not very controllable in illegal flow situations. We will
show that our approach can be adapted to solutions to control the data flow in different types
of systems. Figure 5 shows an example of an illegal flow; where Subject2 can know the data in

Object1 although it may not have given access to it.

Subject1 Subject2

Object1 Object2

Figure 5: Illegal flow example

Data flow control
In a system or a network, data flow control allows to manage and monitor the data flowing in
the system as well as their process propagation from one subject to another. Note that classified
data can also flow outside the system and fall into the hands of unauthenticated subjects. In this
case, data flow control is crucial. In fact, data flow control policies will regulate the propagation
of data towards external entities in order to avoid data leakage.

Currently, almost all data flow control research is based on Denning’s model [31] (see Chapter
3). Where the classification concept is used where information can flow from a security class A
into a security class B if and only if B is greater than A or at least they are of the same level.
For example, information can flow from class Secret into class Top Secret. This will prevent
classified information to flow into unauthorized subjects and this shows that data flow control

is an extension of access control. We will describe this in detail in the next chapter.
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At the end of this chapter, it remains to emphasize that in this research, we will present of
a new method of data flow control that maintains the confidentiality of the system, by using

notions from partial order theory.

5. Conclusion

In this chapter, we have chosen to define concepts related to computer security, access control,
and data flow control. These definitions will facilitate the general understanding of the subject.

Some other definitions of concepts and ideas related to our work will be presented in chapter 4.
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Chapter 3

Access Control and dataflow models

1. Introduction

As already mentioned, we are interested in this thesis in the problem of maintaining the secrecy
and integrity of data in highly distributed systems, such at the Internet of Things. This problem
is often called the data flow control problem. The problem is closely related to the problem of
access control to data, because data flow control is usually implemented with mechanisms of
access control. Therefore, we will review the literature on data flow control together with the
literature on access control, although access control can be used to control access to objects
that are not data. The following account should be read with our particular interest in mind,
namely when we refer to ‘objects’, we intend to refer to ‘data objects’.

In order to maintain secrecy and integrity, rules and laws are defined as security policies to
ensure protection against unlawful access and misuse of information in the case of legitimate
access. Access control models are defined to implement these policies. However, this is not
enough; data flow models must come along in order to control data propagation after the access
in the system, to detect any flows that violate the data flow policies.

In this chapter, we will examine the main models of access control and mention their limits
for data flow control. After that, we will focus on the data flow models starting with the classical
multi-leve.l models with particular concentration on the lattice model. We will then talk about

the existing contributions on the problem of data flow control in the Internet of Things.

2. Access control matrix

The access control matrix is considered the basic framework for security protection analysis. It
is defined by a triple (S, O, A), where S is a set of subjects, O is a set of objects, A is an access
matrix. The columns of this matrix correspond to particular data structure in the system and
the rows correspond to the potential users of the systems. Each element in the matrix Afs, o/
is a decision rule specifying a right or the action that a subject s is permitted to perform on the

data structure (object) o, all this following the security policies [28].
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Even though the access control matrix is very precise and can be used in a variety of sys-
tems, its size can be problematic. Indeed, with a large number of subjects and objects, that
matrix will become very large and not very populated, which can cause practical problems in
its management. To solve this problem, the access control matrix can be implemented in two
ways .i.e. by access control lists, or by capability lists. Access control lists represent the access
control matrix as a list of subjects’ access rights for each object.

Capability lists represent the access control matrix as a list of objects’ access rights for each

subject.

3. Access control models

There are different types of security models whose main concern is to ensure confidentiality,
integrity and availability [82]. These models can be categorized in different ways according to
their common characteristics. The literature identifies four principal families of access control
models:

e Discretionary access control models.

e Mandatory access control models.

e Role-based access control models.

e Attribute-based access control models.

There are other less known and less used access control models. We will give a brief presen-

tation for one of them called Trust-based access control model.

3.1 Discretionary access control models

Discretionary access control models ( DAC) are considered to be extensions of the UNIX file
protection mechanism. They use access control matrices and are less restrictive than other
models; in fact, in DAC the owner of a data object has the power to propagate and grant the
rights it has on the object to other users, including rights to modify, and propagate them to third
parties. On this idea, there have been several variations, such as the Lampson [69] and Harrison
Ruzzo Ullmann [53] models. Although this model is used in various systems like operating
systems, database management systems, and in some information system where security is left

to users, it presents some fundamental problems; this model does not guarantee the control of
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information flow due to the propagation of access rights by users [17], and once the user who
propagates his rights can lose control over them. Moreover, this model is vulnerable to malicious
programs such as Trojan horses, which can get access rights and so control the propagation of

the information.

3.2 Mandatory access control models

Contrary to Discretionary access control models, Mandatory access control models do not allow
subjects to intervene in the allocation of access rights, as access control is managed in a central-
ized way by the administrators to achieve its security objectives. Since this family of models is
considered rigid and more secure, it allows not only access control but also data flow control.

We will return in detail to those models in section 4.

3.3 Role based access control

Role-based access control is a security model to implement security policies in structured orga-
nizations; it is presented by Ferraiolo and Kuhn [41], and it became an international standard
[109]. Role- based access control is widely used in practice and is intended to reduce the cost of
security administration thanks to the notion of roles. It is designed to ensure that users have
only appropriate access rights based on the need to know concept. In [108], Role-based access
control is presented as a family of four models: Core RBAC (RBAC0), RBAC with role hier-
archies (RBAC1), RBAC with constraints (RBAC2), and the consolidated model (RBAC3)
that includes all the previous ones.

Core RBAC presents five concepts: set of users, set of roles, and set of permissions composed
of a set of operations applicable on a set of objects [40]. Roles derive from the architecture of or-
ganizations, and RBAC attributes permission on available objects (PA: Permission assignment).
Users are assigned to roles that are appropriate for them according to their responsibilities in
organizations (UA: User Assignment). Therefore, users will acquire permission associated to
the roles to which they are assigned, so, RBAC does not assign permission to users individually,
which provides flexibility and adaptation to changes that can happen in systems. In addition,
in order to manage role activation for users, we have the concept of sessions, which is a corre-

spondence between users and active roles, so, in a session, every user will have all or a portion
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of his assigned roles as active roles, depending on the roles required to accomplish tasks. This
corresponds to the least privilege principle. In our work, we have ignored this concept of session
considering it not essential for our research, since each session can be considered as its own

network with its own subjects, objects, and permission . Figure 6 presents the concepts of Core

RBAC.

(UA) (PA)
User Permission
Assignment Assignment

Permissions

user_Session 'Session_roles

Figure 6: Concepts of Core RBAC

RBAC with role hierarchies (RBAC'1) introduces the concept of role hierarchy, which is a
partial order of roles, where the top-level roles inherit all the roles and therefore the permission of
their juniors. In our use of RBAC, and to simplify, we choose to flatten the role hierarchy which
means that the permission set of a role will directly include his permission and the permission
of all his junior roles, without the need of role-role assignment.

RBAC with constraints (RBAC2) introduces the concept of constraints or separation of
duties, which intends to prevent users from acquiring all the permission to lead to certain
critical tasks. We distinguish two types of constraints: static constraints are imposed on the
user assignment to role step, for example; no user can have two roles in conflict of interest.
Dynamic constraints are added on role activation in sessions, for example; no user can have two
roles that are in conflict of interest as active roles in a given session. We will not pursue further
these concepts in this thesis.

The consolidated model (RBAC 3) is considered as the full model, it contains all the previous

principles. Figure 7 shows the concepts of full RBAC.
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__. ------- Hierarchy
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Figure 7: Concepts of full RBAC

Another important concept in RBAC is role engineering; it is the process of defining a role
structure that optimally reflects all the tasks within a company deploying RBAC. Role engi-
neering is difficult and considered an obstacle to RBAC deployment due to time consumption,
error proneness and costs [132]. We will show later that the results obtained can be used in the
process of role engineering in RBAC, for determining secrecy levels, eliminating or combining
roles.

RBAC has a critical limitation: it does not have specific mechanisms for data flow control.
Data flow can occur without any control between roles through indirect channels, or because of
shared permission. An example will be the following: suppose that a subject S7 has a role R1
with the permission read on object O1 and writes on 02, and subject S2 has a role R2 with
the permission read on O2. In this case, S2 can get a copy of the data in Ot through S7 even
without permission. To solve this problem, research has shown how to configure RBAC in order
to implement the mandatory access control policy. In the next sections, we will discuss some of

this works and we will show that our method is applicable to RBAC to ensure data flow control.

3.3 Attribute-based access control

Attribute-based access control (ABAC) [56] is a flexible model where access decisions are made
based on attributes assigned to categories. The four main categories are subjects, objects, op-
erations, and environmental conditions. Each one of these categories has attributes that have

predefined and pre-assigned characteristics. We can have subject attributes such as ID, roles,
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age, and departments. Object attributes can be the object type (record, bank account...), lo-
calization, classification, etc. Operation attributes represent the actions that can be performed
on given objects: read, write, delete physical access, etc. Finally, environmental attributes are
the time and the date of the request, locations, etc.

In ABAC, an access request is a set of elements (attribute (category) =value) that represent
the request parameters, for example: Name (Subject) =Lisa and Role (Subject) = Nurse and
Type (Action) =read and Type (Object) =Medical record. In this example, nurse Lisa requests
read permission from the medical record. Once the request is made, the access control system
compares the values of attributes of each category of the request with the values of the attributes
of the access control policies presented in the form of Boolean expressions that satisfy the
authorization for a specific operation such as: Grant if (Role (Subject) = Nurse) and (Type
(Action) =read) and Type (Object) =Medical record. In this case, the access is granted.

To provide this access decision, ABAC defines a very interesting architectural model de-
scribed in Fig. 8 [56]. This figure shows the functional points of ABAC, and how these points
work together to provide access control decisions following access control policies. We have four
points: Policy Enforcement Point (PEP), Policy Decision Point (PDP), Policy Information
Point (PIP), and Policy Administration Point (PAP).

Policy Decision Point (PDP) is the functional unit that determines access control decisions

by evaluating the applicable DPs (Decision policies) from the DP store.

Policy Enforcement Point (PEP) is the functional unit that forwards an access control request

to the PDP and enforces the policy decision made by the PDP.
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DP: Digital Policy

Figure 8: ABAC functional points [56]

Policy Information Point (PIP) provides from the Authoritative Attribute Store and the

Environment conditions all the attributes and conditions needed by the PDP to make a decision.

Policy Administration Point (PAP) provides a user interface for creating, managing, testing

access control policies and storing them in the DP store.

The standard XACML [56] presents a widely implemented version of ABAC.

Even thought ABAC is considered a flexible model with many positive aspects, for the same
reasons as RBAC it does not have a data flow control mechanisms; we will see that our model

can provide those mechanisms.

3.4 Trust-based access control

In contrast with the classical access control models that mainly are implemented in central-
ized and static environment, Trust-based access control is developed for dynamic collaborative

environments, such as Grid, P2P and ad-hoc networks.
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In Trust-based access control, subjects might be collaborative members or their processes,
procedures, and tasks. Objects might be collaborative members or their resources. And just
like other access control models, subjects will perform operations on objects, such as read, edit,
browse execution, query, etc.

The essential parameter in this model is trust; trust means liability, and satisfaction that a
trusted subject behaves according to expectations. Trust values are assigned in the interval [0,
1]. There are two basic approaches for obtaining a subject’s trust: experience by interacting
with the subject or recommendations from other trusted subjects [130]. Paper [72] presents a
method for calculating trust values combing the trust information based on past experiences in
interacting with the subject and the recommendations of others.

In a system, a subject’s trust threshold is defined as the minimum trust value for the subject
to obtain operation permission. When a subject’s trust value is less than the subject trust
threshold for an operation, the subject will be rejected to perform the operation. Moreover,
an object’s trust threshold is defined as the minimum trust value of the object that allows its
resource to be accessed. When a subject’s trust value is less than the object’s trust threshold
for an operation, the subjects will not perform the operation on the object. The trust refresh
deadline is the useful life of a trust value. A subject’s trust value should be refreshed at the trust
refresh deadline. This deadline takes into consideration many factors such as the importance of
objects’ resource, the trust degree of the recommender, etc.

According to [72], a Trust-based access control model is a tuple as follows:

e E is the set of entities

e SCE is the set of subjects

e OCE is the set of objects

e OP is the set of operations on object’s resources

e TV:ExOP—[0,1] (An entity’s trust value for performing an operation)

e TT—S:0x0OP—[0,1] (The subject’s trust threshold for performing an operation on an
object)

e TT—-0:Sx0OP—[0,1] (The object’s trust threshold which an object should have when a
subject accesses it)

e F: SxOxOP—{0,1} (Access authorization rule) denotes a mapping of a subject’s operation
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permission on the object to set {0, 1}, where 1 denotes that the access is permitted and 0 denotes
that the access is denied.

When a subject performs an operation on an object, the access control system decides to
map the permission to 0 or 1 based on trust values of the subject and the object. This leads to

the following Trust-based access control policy [72]:
Vs € S,0e€ O,0p€ OP,F(s,0,0p) =TV (s,op) >TT — S(o,0p) /\TV(@p) >TT — O(s, op).

When an entity’s trust value cannot be evaluated, the entity will be given a default trust
value, which will be valid only on this occasion. Furthermore, an entity’s trust value must be
refreshed over a cycle of time for access control in the future.

Many frameworks based on the Trust-based access control model have been proposed in
the literature. In [57], a Trust-based access control framework for P2P file-sharing system is
proposed. This framework uses aspects of trust, recommendations and contributions, combined
with discretionary access control schemes, and applies them to P2P file-sharing systems. The
framework aims to preserve P2P file sharing system properties, essentially decentralization, peer
classification, and file transfer. In [18], the Role-based access control model is used as a base for
a Trust-based context-aware access control framework. A user is assigned to a role, based on
the trust in the certified attributes the user presents. In this case, trust is of binary nature and
is based on cryptographic controls. Context constraints, such as time and location, are further
used to ensure fine-grained access to resources. Paper [78] argues that traditional access control
models are not suitable access control solutions in the Internet of Things. A trust relationship
between two devices will directly affect the interactions between them, and their willingness to
share services and resources. An access control (FTBAC) model with a fuzzy trust value is
proposed. The trust value between devices is calculated based on experience, knowledge, and
recommendation, among other factors. The set of certificates and access requests are the access
credentials. The FTBAC framework consists of three layers: 1) Device Layer: includes all IoT
devices and their communications; 2) Requesting layer: mainly responsible for collecting EKR
(Enterprise Knowledge Repository) information and calculating the fuzzy trust value; 3) Access

Control layer: includes the decision-making and mapping process of the fuzzy trust value and
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access based on the principle of least privilege. The simulation results show that the framework
can ensure flexibility, scalability, and increased energy efficiency.

As most other access control methods, Trust-based access control does not deal with data
flow control. For example, by using only the methods described above, in the account of her
trust value, at some point Alice may be denied to read from object O, but allowed to read
from object O’. Still, she might gain access to the contents of O through Bob, if Bob’s trust
value allows him to read from O and writes on O’. However, by using the partial order data
flow control method proposed in this thesis, this would not be possible for the following reason:
the permission for Bob and Alice with respect to O and O’ implies that O’< Alice, Alice< O,
O< Bob, thus O’< Bob and Bob cannot write on O’. The method we propose can be used in
addition to Trust-based access control, in the IoT or in other contexts. How to do this can be

the subject of future research.

4. Data flow control models

As mentioned in the previous section, Mandatory access control models (MAC) are data flow
models. These models are restrictive and the access control is regulated in a centralized way
by the security authorities of the system. The most common form of Mandatory access control
models are multi-level models (ML) where security classes are assigned to subjects and objects,
and the flow of data from an object z to an object y means existence of a data flow permission
from the security class of z into the security class of y. Data flow models seeks to identify all
the data flows that should be permissible in a system according to a defined data flow policy.
Many data flow models have been defined in the literature. Our focus will be on the lattice

model and its derivatives.

4.1 Lattice-based model

One of the most widely known papers in this area is Denning’s papers [31], in this paper a data
flow model is defined by a 5-element tuple <N, P, SC,,— >, where:
- N is the set of objects that may be files, segments, etc. Objects can be considered as data

containers.
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- P is the set of subjects or users. They are active entities that access objects and are
responsible for data flow.

- SC is the set of security classes, these security classes are assigned to objects specifying
the security classes of the data contained in objects. They are assigned to users to specify their
security clearance.

- @ Is a join operator on SC that specifies the security class of the objects that contain
data coming from two different security classes. It can also be applied to any number of security
classes; in that case, the result will be the security class of the least upper bound of the security
classes included in the join.

- — Is a can flow relationship defined between pairs of security classes, so, if we have A—B,
that means that data can flow from security class A into security class B.

This last operator determines the status secure of the system, hence, a system is secure if
and only if the relation “—” holds for any data flow that can occur.

From the previous definition, Denning distinguishes a specific sub-category that forms a
universally bounded lattice. Indeed the triple <SC,—,@ > forms an universally bounded lattice
under the following assumptions :

1- <S§C,—> is a partial order set.

2- SC is finite.

3- SC has a minimal with respect to — .

4- @ Is defined least upper bound operator.

A very simple example of a universally bounded lattice is a system with two security classes
Public (P) and Secret (S) where data can flow from P—S. The first assumption is verified, since
— is a partial order on {S,P} (Reflexivity : S— S and P—P. Antisymmetry : P—S, P#£S then
not S—P . Transitivity: we only have two security classes). The second axiom is verified; we
have a finite set of security classes {5, P}. The third axiom is verified; there is a minimal of SC
which is P. Finally, the fourth axiom is verified; the joint operator @ is defined and has a least
upper bound S.

This formalization is the basis of the theory of Lattice-based access control (LBAC) [106];

however, this model does not use the relationship and uses the dominance relationship defined
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as follows [40]:
- A > B (A dominates B) if and only if B—A.
- A>B if and only if A > B and A#B.
- If A>B then not A—B but B—A.

We note that the relation > is a partial order on SC, with @ defined and where the upper-
bound operator is simply the maximum of the security classes with respect to the > relation.

In addition to security classes and the partial order relation > over them, in LBAC, data can
be structured and categories can be created. We assign to users and objects categories, which
are non-hierarchical in contrast with the security classes and can be project name, department
names, etc. this leads to a security label (security class, category) that will be assigned to all
the subjects and objects of a system. Moreover, a relation dom is defined as a partial order

over the security labels set as follows:

A :( security classl, categoryl) dom B :( security class2, category2) if and only if
Security class2< Security class1 and Category2C Categoryl

Table 1: Definition of the relation dom

For example, we have a system with two security classes Public, Private where private >
public, and two categories NUC and EUR. Figure 9 shows the lattice of security classes (9.a),

the lattice of the categories (9.b), and the global lattice of the system (9.c).

Private, {EUR NUC}

Private, {NUC} Prrvahz {EUR}
Private {NUC.EUR} \
/\ Private, {}

Publlc {EUQ NUC}
NuUC EUR /

Public, {NUC} Publrc {EUR}

Public [}

Public, {)
(a) (&)
(c)

Figure 9: Lattice structures of the example
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4.2 Bell-LaPadula model

The Bell-LaPadula model (BLP) [16] is a multi-level security model developed in order to enforce
data secrecy in the military sector. Historically, it has been the first model devised to control
data flow for security in organizations. This model has been presented in various different ways,
and different variations for it have been proposed. We will present it here in a schematic fashion,
to emphasize its relation to our own model. In this restrictive model, security labels on objects
and clearances for subjects are defined, and a set of access control rules is designed to prevent
data flow from a high confidentiality level into a low confidentiality level. In fact, this model is
based on the two following properties illustrated in figure 10:

- The stmple security property: this property simply states, “No read up“ meaning that
a subject s cannot read an object o if the security label of the object o (Lo) is higher than the
clearance of the subject s (Ls). In other words, s can read o if and only if Ls > Lo.

- The * (star) property: this property simply states, “No write down* meaning that a
subject s cannot write on an object o if the security label of the object o (Lo) is lower than the
clearance of the subject s (Ls). In other words, s can write on o if and only if Lo> Ls.

In order to maintain confidentiality and data flow control, the tranquility principle [123] is
applied. The principle states that the classification of a subject or object cannot be changed.
This is called the strong tranquility principle. However, if necessary, the principle can be relaxed
into a weak tranquility principle, where subjects and objects cannot change levels in ways that
violate defined security policies. The motivation behind the weak tranquility principle is that
real systems often want to observe the least privilege principle. In this case, every new process
is started at an undefined level, even if the owner of this process is cleared to Secret level. If the
owner accesses an “ Unclassified” document, the process will automatically get the “ Unclassified”
level. In general, the process can accumulate higher clearance levels as actions require it but

without exceeding the owner’s maximum clearance [125].
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Subjects Objects

Top Secret : E E N,

Secret

READ
WRITE
Data Flow

o
= <
w
o

Figure 10: The Bell-LaPadula model (BLP)

The Bell-LaPadula model (BLP) has limitations: secret data can be leaked using covert
channels [73], and the model does not take into consideration data integrity, where subjects with
lower clearance can alter data for higher security clearance subjects. That is why, in certain
applications such as multi-level databases, a strong star property is defined for integrity
concerns. This property states that subjects can only write on objects having security levels
equal to their clearance [107].

An important extension of this model is the introduction of data categories. This concept
aims to limit the rights of access to certain types of data, and to implement the criterion of need
to know.

In this case, in the set of data of an organization, one can have categories like Asia, Europe,
Nuclear, etc. In addition to having levels of sensitivity and authorization, users and objects
belong to these categories. This implies the need to define additional constraints such "a subject
can only access data in his own category". So, for example: Alice (Secret, {Asia}) can only
access data from the category {Asia} in her security level and the levels below, and not all
data classified "secret" or higher. Essentially, this corresponds to the model based on the dom

relationship presented in Section 4.1.
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4.3 Biba Integrity Model

The Biba integrity model [19] is, just as BLP, a multi-level security model. It was developed
to address data integrity in systems. In fact, data integrity is very important, and, as we said
in the previous section, high security data can be corrupted by low clearance subjects. In this
model, each subject and object is assigned a level of integrity such as High (H), Medium (M),
or Low (L), and the access depends on these integrity levels. The Biba model is defined by two
properties dual to BLP properties that prevent subjects with a certain integrity level to access
objects with lower levels, “No read down” and to write on objects with higher levels “No write

up”. The properties are defined as follows and illustrated in figure 11:

Subjects Objects

WRITE
READ
Data Flow

Figure 11: Biba integrity model

- The simple integrity property: this property simply states, “No read down®, means
that a subject s cannot read an object o if the integrity label of the object o (Lo) is lower than
the integrity level of the subject s (Ls). In other words, s can read o if and only if Lo > Ls.

- The * (star) integrity property: this property simply states, “No write up“; means that
a subject s cannot write on an object o if the integrity label of the object o (Lo) is higher than

the integrity level of the subject s (Ls). In other words, s can write on o if and only if Ls> Lo.
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4.4 Chinese wall model

The Chinese wall model [23], also called the Brewer-Nash model, was developed to block the
transfer of confidential data between organizations in conflict of interests. Historically, its main
application was to regulate data flow in consulting companies where different departments of a
company would consult for competing organizations. An analysis of access histories is performed
before granting any access. This model introduces new concepts such as organizations, and
conflict-of-interest-classes.

- Organizations: they are organizations that access sets of data objects in their activities.

- Conflict-of-interest-classes: they are classes that regroup companies that are in conflict.
The idea of this model is that no data can flow between companies included in the same conflict-
of-interest class. This can be prevented with the two following properties:

- The stmple property: states that a subject s can read an object o if and only if :

e All objects that s has already read are in organizations that are in a conflict class
different from the conflict class of the organization of o.

e The subject s has already read an object in the same organization of o.

- The * (star) property: states that a subject s can write on an object o if and only if :

e The subject s can access o according to the simple property.

e The subject s can only read objects that are in the same organization of o.
These two properties fulfill the need for confidentiality and integrity; in fact, a subject cannot
receive data from organizations in the same conflict-of-interest class, and an object cannot
receive data from organizations in the same conflict-of-interest class. However, confidential data
can be leaked through covert channels, and this model is difficult to apply for physical users.

22]

5. Other data flow control approaches

The previous review has covered the classical approaches to access control, data flow control
and data protection. The literature in this general area is vast and we will limit ourselves to the
small subset that has influenced our work. We point out again that, although much research

mentions information flow control, we limit ourselves to data flow control, because the former
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implies control of inference mechanisms, which we don’t claim in our approach. However at
times we may mention the former, when the authors follow this terminology.

The area of data flow control for security has been extensively studied over the years, and
the literature in this general area is also extensive, and concerns different contexts. Bedford
et al. [14,15], and Desharnais et al. [32] deal with the context of language-based information
security. Which means, using programing language techniques to provide information security
assurance and enforce information flow control policies.

We are more interested in the context of data security, and most of the literature in this
context is dedicated to the presentation of abstract models, or to the problem of avoidance of
unwanted data flows. In this section, we present only the contributions that are closely related
to our approach. We will not focus on papers that deal with other research contexts such as
workflows, usage control, etc.

In particular, there are no papers that describe algorithms and simulations for data flow
analysis for security, with quantitative results such as those that we describe in Chapter 5.

From the previous sections, we note that the majority of the classical access control models
do not have mechanisms for data flow control; the latter is particular to the family of multi-level
models MAC. Other research ideas have been proposed in the literature, which tends towards
two approaches: either to configure the classical models to implement data flow control, or to
propose new data flow control models for new technologies such as the Internet of Things and
the cloud.

Since most Mandatory access control models deal with centralized systems, Myers et al.
[83] have introduced the concept of enforcing data flow control in decentralized systems. This
concept is based on a label template that can express complex security policies. A security
label is first formed by a set of users, owners of information containers associated with this
label. Each owner is then associated with a certain number of users, called readers, authorized
to access containers associated with this security label. The security policy is interpreted as
follows: for a user to be authorized to access the container associated with a security label, it
must be designated as a reader of this security label by all owners of this security label. Owners
if necessary can modify the security label and add more readers. This model will be the basis

of several approaches aiming to enforce data flow control in the IoT and the cloud.
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Since RBAC is the most widely used model in organizations, we see a particular interest
in this model. In fact, to assure data flow control, some approaches try to enforce multi-level
properties into RBAC systems. Among these, we find the paper by Crampton [30] where new
mechanisms for permission inheritance within role hierarchies are defined. The author shows
that the permission inheritance that exists in RBAC does not directly support a simulation
of the *-property of BLP which requires that certain permission be inherited downwards. To
achieve this goal, the author proposes some constraints that map permission inheritance into
a partial function with hierarchies that can be used to simulate BLP behaviour. Furthermore,
these permissions are assigned to roles that can be interpreted as security labels.

Some of the most interesting contributions on the subject of data flow control with RBAC are
due to Osborn [91,90]. In [91], a configuration of RBAC to enforce mandatory and discretionary
access control policies is proposed where it is shown that the two Bell-LaPadula rules can
be expressed using RBAC constraints on role hierarchies and user assignment. In this case,
permissions are assigned to roles on objects that have security labels (for example ru stand for
read-unclassified, and ws stand for write-secret), and role hierarchy is mapped to a lattice with
respect to the simple property and the * (star) property. After that, classified users are assigned
to roles according to new constraints defined on user-assignment functions. An example is shown
in figure 12.

Looking at the role hierarchy of Figure 12, we see that roles labelled R1, R can be assigned
to unclassified users, roles labelled R2, and R6 can be assigned to secret users, and so on.
However, although this technique guarantees data flow control at some levels of the hierarchy,
it can create situations of permission conflicts and data flow situations that violates the Bell-

LaPadula properties.
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R7 {ru, rs, rts, ws, wts}

R6 {ru, rs, ws, wits}

R5 {ws, wts}

4

R2 {ru, rs, ws} R3 {ru, ws}

R4 {ws}
R1 {ru}

Figure 12: A role hierarchy with security labels (adapted from [86]).

For example, we have role R7 that present permission conflicts that can cause data flow (a
user with this role can read-top secret and write-secret), so this role cannot be assigned to any
user. This situation and many others are presented and solutions are proposed by Tuval et al.
[124].

Nyanchama et al. [86] proposed a role graph model where nodes in an acyclic graph represent
roles, and edges are constructed according to every role’s set of permission and with respect to
the inclusion relationship. Therefore, the role graph will be equivalent to the role hierarchy.

This model is used in the follow-up paper [90] in which it is shown how a role graph can
be mapped on a data-flow graph. The resulting data flow graph represents a flow relationship
between objects derived from the permission assignments in consideration of role relationships,
and constraints on sessions between different roles.

The starting point of the mapping is a role graph, where roles are represented by nodes in an
acyclic graph. Each role r is assigned a set Effective(r) that represents all privileges available to

users that have the role r, including permission inherited from the junior roles of r. The edges
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in the role graph represent the is-junior relationship: r1— r2 if and only if Effective (r1)C
Effective (r2).

The construction of the mapping is equivalent to the construction of a Can Flow relationship
as defined by us from objects to other objects. Such flow results from combinations of privileges
in a role, a similar relationship will be used in our model but in a more general way. Two
algorithms are proposed to construct the Can Flow relationship and the mapping; The first
algorithm, FlowStart creates nodes labelled with the role name and the privilege, for example,
a role r1 with a privilege read on object o1 (01, r ) will result in a node (r1,01,r). Once the
nodes defined, edges are added from nodes labelled with a read privilege into nodes labelled
with write privilege with respect to the fact that the two nodes at the two ends of the edge are
labeled with the same role. Finally, edges are added between nodes containing the same object.

The second algorithm, CanFlow takes as input the output of FlowStart and aims to collapse
cycles present in its input. To do that, all the nodes in the cycle are replaced by a single node
whose label is the union of the labels on the cycle. The result is an acyclic graph that after
removing references to reads and writes and the originating role shows a graph flow between
objects of the system. Figure 13 shows an example where all the steps of the mapping are

represented.

R3
{(a,r).(b,r).(b.w).(c.r).(c.w)}

(Rl,ar) (R1b w) (R3 c r)
v\\ P
(R2ar) (R2br) R3br)
R1 R2 // '\\
)b, )b,
{(a,r).(bw)} {(ar)(b,r)} ®300 (Ra b w) (Rs . w)

Example role graph
Resulting Initial flow Groph

{(R1,bw),(R3,bw),(R3,b,r),(R3,c,r)
{(R1ar),R2,ar)(R3ar)} ——————s (R2,b,r),(R3,c.w))

Flow graph of the example

Figure 13: Example of a mapping (adapted from [90])

The final flow graph produced by the two algorithms can be mapped into an LBAC model
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with a single security label. However, this may not always be possible. To determine if the
result is a lattice, we must verify that for any given pair of nodes in the resulting graph, there
is a unique least upper bound. If it is not the case, we can add it or merge all of the least upper
bounds for a given pair of nodes into a single node. These two operations can be considered
weaknesses of the lattice model, since there is no practical way to do these additions and mergers.
We will discuss those weaknesses in the next chapter. Our method is similar to Osborn’s, but
using the concept of partial order instead of lattice we were able to simplify it. Further, Osborn’s
analysis is only applicable to RBAC systems in contrast to ours that is more general.

Gofman et al. [45] proposed an optimization of Osborn’s algorithm using incremental meth-
ods; the resulting algorithm is proven to be less time and space consuming. Their algorithm
also provides information such as the nature of the data flow, whether it is direct or if it is by
transitivity, and to handle changes in RBAC relations. These points will be developed in our
work. They also extend the incremental analysis to support parameterized RBAC.

A follow-up of the last paper is presented by Gofman et al [46], where the incremental
algorithm is used to develop RBAC-PAT, a tool for analyzing RBAC and administrative Role-
based access control ARBAC policies, which supports analysis of various properties including
information flows.

The contribution that is closest to ours is Amthor et al. [9]. The authors present WorSE, a
tool for security policy engineering. One of the applications of this tool is the data-flow analysis
to detect covert information flows in large access control systems. The analysis consists of three
steps: protection state extraction, model rewriting, and information flow analysis.

- Extracting the protection state: this step consists of the extraction of the system protection
state, including subjects, objects and right assignments, this result in an access control matrix
ACM. We use the example of this paper. Consider a company with two departments, “Research
& Development (R€D)” and “Sales”. Ann is working in R&D as a project manager, Bob
belongs to her project staff, and Chris is working in Sales. Ann has read and write access to
ProjectXFiles and ProjectXBoard, resulting in information being able to flow from both files to
Ann and vice versa. Bob has a read right on ProjectXBoard. Moreover, Bob has read and write
permission on SalesBoard. Chris is working on SalesFlyer and has read and write access to this

document. Additionally, he is allowed to read SalesBoard. The following figure illustrates the
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protection state and the resulting ACM:

& o'g\b ()
< N3 A &
'\""”é*- ’\"’& § z‘g&
aom | << | <€ 4
SalesBoard .U
Ann rw rw
rw |ACL * Bob r rw
T
Chris r rw

Figure 14: Access control matrix of the example [9]

- Rewriting the ACM : this step rewrites the ACM as a directed graph with subjects and
objects represented as nodes and right assignment as edges. The following figure represents the

directed graph obtained from the ACM of the previous example:

Bob | SalesBoard

[ salesFlyer O Chris
Figure 15: Information flow graph of the example [9]

- Information flow analysis: in this step an analysis of the flow graph is conducted according
to specific analysis goals and questions that are derived from the access control policy.
In this paper, the authors present a powerful tool to maximize the efficiency and quality of
security policy specification which includes data flow analysis as a function of the tool. However,
the authors do not provide the detailed algorithm analysis and simulations that we provide in our
work (see Chapter 5), hence they provide no information on the sizes up to which their tool could

be practical. In addition, they do not introduce any conclusions about secrecy levels, partial
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orders or multi-level system that can be gained from the analysis. They are only concerned
about the analysis regarding covert information flow paths. Finally, the authors consider the
general case where the permission can change but seem to miss the interesting conclusions that

can be drawn when the permissions are fixed, as we do in our work (see chapter 5).

6 Other related contributions

Several other papers exist that are related to our subject but with different aims and conclusions
than ours. We will review them more quickly than the previous ones. Some papers have
dealt with methods for blocking illegal flows, especially in RBAC, or information flow control.
Samarati et al. [104,105] proposed a model that overcomes the vulnerability of Discretionary
access control by completing it with mechanisms to prevent illegal flows caused by Trojan horses.
Our purpose is dual, i.e. to identify (in a current configuration) or permit (in a configuration
to be established) all legal flows in an IoT system.

Izaki et al. [38] use RBAC to control information flow. They define safe roles where only
legal flows can occur, then objects methods are classified and used to construct information flow
graphs where illegal flows can be identified.

Nakamura et al. [84] developed a synchronization protocol to prevent illegal flows in RBAC
systems, where operations are blocked if they illegally write or read over objects. The same
direction is taken by Chon and al. in [25] but this time a role lock over objects is introduced,
the objects are locked before any operation and an operation are aborted if the locking fails
to prevent illegal flow. Zhang and Yang [134] clearly explain the problem of data leakage in
RBAC-based models and propose the use of mandatory access control methods to produce label
assignments to make leakage impossible.

Alongside with the research on enforcing data flow control in classical access control models,
needs to enforce it in new technologies such as the Cloud or the Internet of Things have surfaced
recently. Many papers address the issue of protecting data within IoT or cloud services. In all
cases, data should not flow to unauthorized parties, including cloud insiders as well as cloud
users [109,94].

Bacon et al. [13, 57] address the issue of end-to-end information flow control which is

retarding the evolution of large-scale cloud computing. They propose a data tagging data flow
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control scheme applicable in large-scale cloud and IoT. This dynamic data tagging replaces
the classical static data tagging that is clearly not sufficient for large-scale distributed systems.
Their approach provides an end-to-end security scheme that supports data isolation, isolation
between users and services and isolation between some services. They achieve this by combining
information flow control with RBAC policies to provide strong protection for data. This paper
suggests that data tagging is necessary for configuring data flow security in the cloud and the
ToT. We will discuss this further in the next chapters.

Singh et al. [114,115] identifies twelve security considerations for cloud supported IoT. The
authors also investigate the use of Information Flow Control (IFC) to manage and audit data
flows in cloud computing. They concluded that IFC has great potential in the broader IoT
context. However, the sheer scale and the dynamic, federated nature of the IoT pose a number
of significant research challenges that they identify in the paper.

Bacon et al. [12], and Sandhu et al. [108] describe the properties of cloud services and review
a range of information flow control models and implementations to identify opportunities for
using information flow control to manage and audit data flows in cloud computing context.
They also discuss the potentiality of using it in the context of IoT. Finally, they identify some
research challenges toward this issue.

Schiitte et al. [110] is using the same kind of labelling that we will be using in our model.
This paper presents LUCON a framework for distributed systems that enforce data flows across
services by controlling how messages may be routed across services and how they are combined
and processed. LUCON is adapted to message-based IoT system, where we find services that
communicate with messages. A service accept a set of input messages and emits a set of output
messages that may cross their trusted domains. The authors define the following concepts:

- Message labels: noted L classify a message according to data sources (example L = {Per-
sonal data}), or according to their secrecy level (example L= {classification (secret)}).

- Service Properties: noted P are used to describe the nature of services. For example, P=
{store}.

- Message routes: represent sequences of statements, which can be called external services,
and assign values to variables or control executions of the next statement (condition).

- Trust domains: they englobe services and routes. Routes definition and service control in
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terms of propagating message labels are done only inside the trust domain.

LUCON uses the dynamic data flow control and the static model checking of data flows. Dy-
namic data flow control is used only to detect data leaks as they occur. The basic idea of
their dynamic data flow control is to assign a set of labels to messages when they enter the
system and to modify these labels as messages are processed by services. In addition, whenever
a message is about to be sent to an external service, the policy is consulted to check whether a
correspondingly labelled message may enter the service or not. Static model —checking is used to
verify that a message route is free of data leaks and this can be done via a Prolog compilation.
Finally, the authors present a runtime evaluation of policies under LUCON, and a compilation
of routes into Prolog programs to achieve static model checking as mentioned above.

Blackstock et al. [20] address the need for IoT data flow platforms to create “systems suitable
for executing on a range of real-time environments, toward supporting distributed IoT programs
that can be partitioned between servers, gateways and devices”. They describe their experiences
with two existing data flow platforms towards designing their own.

Narendra Kumar and Shyamasundar [85] use a formalism based on identifying separate
subjects, objects, separate reading, and writing authorizations, rather than on a single CanFlow
relationship as we will do in our model. They define Readers and Writers flow model based on
Denning’s lattice model. Each entity is provided with a label defining the entities that can read
from it and the entities that can write on it.

The approach that is most similar to ours is Khobragade et al. [65]. In this paper, a
distinction is made between subjects, objects, labels are assigned to subjects and objects to
define which objects subjects can read or write. However, in the IoT, it may be impossible to
distinguish between subjects and objects, or between reading and writing (these distinctions are
common in access control, less common in the IoT).

Many papers in this research area propose the use of authentication, encryption and access
control methods in the IoT. Many other papers such as La Marra et al. [70, 71], and Zhang et
al. [133] propose a usage control enforcement in the IoT. Although authentication, encryption
and access control are mechanisms for realizing flow control, we will concentrate ourselves on
methods for designing the overall flow control. These other techniques will undoubtedly be

useful for implementing our method.

39



Access Control and dataflow models

Although IoT networks are usually represented as directed graphs, we could not find a single
paper that references or uses the results and methods of graph theory that are presented in our
work. The use of these results, instead of the classical lattice model, is the salient distinguishing
characteristic of our model. This makes our model simpler, more generic and more efficient to

implement.

7. Conclusion

The purpose of information flow control is to control the diffusion of information in a system.
An information flow policy defines authorized or prohibited information flows. A violation of
the flow policy is detected when a user accesses all or part of information to which he should
not have access according to this policy.

The most widely used information flow control policy model is the lattice model. In this
model, the authorized information flows are described forming a lattice form. However, practi-
cally it is not always the case.

Other information flow control policy models have been proposed, but the majority of them
are based on the lattice model either by modifying it, improving it or present a variant of it.
Not a single work proposed a different approach. That what we will try to do in our work.

In the next chapter, we will introduce our data flow model based on graph theory and order

theory results and we will discuss why it is more practical than the lattice model.
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Chapter 4
Basic concepts of order theory and graph theory and partial

order model

1. Introduction

In this chapter, we define some notions and algorithms used in our method and that constitutes
the basis of our work. Recall that we are proposing a method to control the data flow in
distributed systems to meet secrecy, integrity and privacy requirements. We have seen that the
most widely known models in this research area are based on concepts from lattice theory. We
have already mentioned that we use instead notions of order theory and graph theory, which

are simpler and more general.

2. Order theory

Let R be a binary relation, we say that R is an order relation on a set E if and only if [113]:
- R is reflexive, meaning: V z € FE, zRz.
- R is transitive, meaning: Vx € E,Vy € E,V z € E, ( xRy and yRz — zRz).

- R is antisymmetric, meaning : V z € E, V y € E, ( zRy and yRx — z=y).

Partial order relation
A partial order relation is an order relation (reflexive, transitive, and antisymmetric) that is

not total. This means that the following connex property does not hold:
VzVy (t€ EN\ y € E)— (zRy \ yRz).

The connex property states that all the pairs (x,y) from the ordered set F must be in relation
R, if it holds we call R a total order.[69]

3. Graph theory notions

A finite graph is a representation of relations between elements, called nodes, of a finite set.

These relations can be oriented or not. We are only interested in oriented ones, representing
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potential data flows.

Directed graph
A directed graph [52], or digraph is a graph that is made up of a set of vertices connected by
directed edges. In formal terms, a directed graph is a pair D = (V, A) where:
- V is a set of vertices or nodes.
- A is an ordered pairs of directed edges representing a relation between the nodes.
Reachability
Reachability refers to the ability to reach one node from another within a graph . We say
that a node a is reachable from a node b if there exists a sequence of adjacent edges (a path)
which starts with b and ends with a. Reachability can also refer to the ability to determine
all the nodes reachable from a given node. Reachability can be computed in linear time using
algorithms such as breadth first search or depth-first search.
Depth-first search algorithm
Is an algorithm for traversing or searching graphs. The algorithm starts at a designed node
(root node) and explores as far as possible along each branch before backtracking. This algorithm
has a complexity of O(/V] + [A]) in the worst case, where [V] is the cardinality of the set of

nodes and A/ is the cardinality of the set of edges.

Algorithm 1 Depth-first search algorithm [67]

Input: a graph D and a node a of G
Output: R a set of all nodes reachable from a marked as Fxplored

1: procedure DFS(D,A)

2 mark a as Explored and add a to R

3 for each edge(a,b) incident to ¢ do

4 if b is not marked Explored then then
5: recursively invoke DFS(D,b)

6 end if

7 end for

8: end procedure

Cycles and strongly connected components
A cycle in a digraph is a subgraph of at least two nodes in which the nodes are mutually
reachable. An acyclic digraph has no cycles, and is also called DAG , for directed acyclic graph.

A diagraph D is strongly connected, if and only if every two nodes are mutually reachable.

42



Basic concepts of order theory and graph theory and partial order model

A strongly connected component of a digraph D is a subgraph of D that is strongly connected,
and is maximal with this property: no additional edges from D can be included in the subgraph
without breaking its property of being strongly connected. [52]

Several algorithms are known to find the strongly connected components of diagraphs. These
algorithms can do this in linear time such as: Kosaraju’s algorithm, and Tarjan’s strongly
connected components algorithm .

Tarjan’s strongly connected components algorithm

This algorithm [122] is based on the depth-first search algorithm and has a complexity of
O(|N/+|E]) in its worse case.

Condensation and partial orders

The condensation of a diagraph D is formed by merging the nodes of each strongly connected
component into a single node. The resulting graph is acyclic (is a DAG) and is proved to have
the same kind of connectedness as D [52]. In other words. if a node a is reachable from
another node b in D, then the node in which a is condensed is reachable from the node in
which b is condensed. Assuming reflexivity and transitivity in DAGs, the reachability relation
in DAGs forms a partial order. This is because all the symmetric relationships are removed in
condensation and thus a DAG can be taken to represent an antisymmetric, transitive, reflexive

relationship, as defined above.

4. Multi-level access control, directed graphs and partial orders

The graph theory and partial order notions above are used in [75]. That paper shows that
digraphs can be used to represent data flows networks of access control systems. Using the
graph theory results seen in the previous section, it can be shown that the data flow networks
are partial orders of maximal strongly connected components and the multi-level system they
implement can be seen. This leads to the conclusion that every data flow diagraph can be
understood as a partial order of components, and this can be shown using graph theory and
partial order result. To better understand this, let us take an example. In Figure 16, we have
the following digraph where the arrows can be interpreted to denote possible data flows among

entities in a system (bidirectional arrows are used to represent two arrows in each direction).
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Figure 16: Digraph showing allowed data flows in a network

In the example, we see that entities B and G send and receive data from each other, meaning
that these two entities can know or store the same data, so they can be considered one entity for
data flow control. We speak of a maximal strongly connected component {B, G}. The entities
forming the components can be condensed into a single entity. Proceeding in this way, we detect
another strongly connected component {E, F, C, D} and we condense it into a single entity.

The component digraph in Figure 17 is obtained.

Figure 17: Data flow digraph of figure 16 as a partial order of components
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For access and flow control, this result is very useful. In fact, each strongly connected
component in Figure 17 represents an entity within which there can be complete data sharing
without any secrecy since the entities in the component can know or store the same data, by
passing them all along the edges. Then data can move upward into the next component in the
partial order and cannot move down, this implements secrecy.

One other interesting conclusion is that from a data flow digraph such as the one in Figure
17, we can construct a multi-level access control system that implements it. We can do that by
interpreting the nodes in Figure 17 as security levels and associating subjects and objects with
them.

This multi-level access control system can be constructed in the following way:

- Data flow is permitted between elements of a component
- Data flow is permitted between elements of different components following the partial
order relationship.

The paper in question proposes an example of the multi-level access control system construc-

tion.

5. Formalization of confidentiality and integrity concepts

In this section, we present the formalization that we use for reasoning about confidentiality and
integrity presented in [74]. This paper introduced a new method for reasoning about properties
of access control systems and provided a formalization of concepts of confidentiality and integrity
based on some defined predicates. This method will be used and will be the base of our work.
Starting from the predicates presented in this paper, we derive some other ones that are more
appropriate to reason and prove data flow properties.

The method presented in the paper uses the following concepts:

- Three entities: Subjects (S), Objects (O), and Data Variables (x). Objects are considered
containers of data variables.

- Two relationships that expresse access control rules between subjects and objects: CanRead
(CR), CanWrite (CW). CR(S1,01) means that subject St has a read right on object O1, and

CW(S1,01) means that subject St has a write right over object O1.

- Two relationships between subjects, objects, and data variables CanKnow(CK), CanStore(CS).
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Subjects can know data variables by reading them from objects they can access, and objects can
store data variables that are written on them by subjects authorized to do so. This can be done
only once we assume that at some point, some subjects can know something or some objects
can store something. This will be expressed with unconditional relationships, so, if CS(O1,z)
is given unconditionally, we know that data variable z is in Os. The following table summaries

the rules of the CK and CS relationships:

¢ Unconditional relationships are expressed in the form: CK(S,z) or CS(0,z).
e The inference rule for CK is : (CS (0,z) \ CR(S,0)) - CK(S,x).
(If O can store z and S can read O, then S can know z)
e The inference rule for CS is : (CK (S,x)\ CW(S,0)) —» CS(0O,z).
(If S can know z and S can write on O, then O can store )
e All CS or CK relationships must be true either unconditionally or by the one of inference rules above

Table 2: Inference rules for CK and CS§ relationships

Auxiliary functions CSS and CKS which are equivalent to CS and CK can be used as
follows:

- For any S, CanKnowSet (S) or CKS (S) is the set of data variable z for which CK(S,z) is
true: CKS(S) =def {z | CK(S,x) is true}.

- For any O, CanStoreSet (O) or CSS (0) is the set of data variable z for which CS(0,z) is
true: CSS(S) =def {z | CS(S,x) is true}.

The paper also shows the applicability of this formalization to a number of classical access
control models such as: Bell-La Padula, Biba, Lattice-Based, RBAC, High-WaterMark, Chinese
Wall. .. Some applications required the addition of some concepts such as variable labelling,
which is necessary for the application to multi-level systems. The results show that the formalism
is usable for those models, with their proprieties proven, and this formalism provides a framework
for constructing systems that have confidentiality and integrity properties. We will not focus
on that paper now, since we are only interested in the basic concepts of the method used in our

work.

6. Conclusion

The presented method uses results of directed graph theory, showing that, under reasonable

assumptions, it is possible to find a partial order of components in any data flow graph of any
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access control system. Therefore, it is in principle possible to determinate which multi-level
system it implements. In this chapter, we have presented the basic notions and results that are

used in our work.
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Chapter 5
Data flow analysis from capability lists, with application to

RBAC and LaBAC

1. Introduction

In this chapter, we present our work, published in [120]. A synthesis of this paper is presented in

the next section, while a slightly augmented version of it is attached at the end of the synthesis.

2. Paper synthesis

In research on data security and privacy, a question arises: assuming that certain data are
available somewhere in a network; where else can they end up? Or more precisely, which subjects
can be able to know, or which objects can be able to store, data originating from objects in
the network? This problem is difficult to define because data can move in many different ways.
However, an answer is especially important for objects containing secret information.

This problem has been extensively studied in other contexts such as workflows, provenance
analysis, etc. However, there is no work in the literature like our showing by algorithm analysis
and simulations, that data-flow analysis can be practical for systems up to tens of thousands of
subjects and objects, while this is an important fact since it can motivate tool development .

The literature related to this problem often refers to the lattice model, even though this
model is not very practical for various reasons:

- Lattices require joins and meets that rarely exist in organizations or networks and may
force the inclusion of corresponding unwanted entities and dataflows.

- Lattices require the creation of upper bounds that in terms of data flow should be
entities that can know everything and lower bounds that can know nothing. Corresponding
entities rarely exist in systems in practice.

- Lattices do not tolerate symmetric relationships, which exist in practice.

In our work, we identify and use a partial order of components that is more realistic than

the lattice model. In fact, the partial order model does not require any adaptations and always
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exists inside any access control system including those based on roles and attributes.

To identify the partial orders in security networks we use two viewpoints: the inference-
rule one, based on the already mentioned CanRead (CR), CanWrite (CW), CanKnow (CK),
and CanStore (CS) predicates with their inference rules. This gives rise to the CHS-equivalence
and order. The second viewpoint is the graph-theoretical one based on efficient graph theory
algorithms. We identify the algorithms to be used; we combine them to answer problems such as
the single object data flow problem that concerns the subjects and objects that can know or store
the data of given objects, or the global object data flow problem, to identify the boundaries
of data reach for each object in the system. This viewpoint gives rise to the CanFlow CF-
equivalence and order. Note that the two relationships CHS-equivalence, CF- equivalence are
usually equivalent, except for special cases mentioned in the paper.

We pay more attention to the graph-theoretical viewpoint, and we explore the practical
computability of finding CF-equivalences with their partial orders. To do this we give the
complexity of the used algorithms and their combinations. It is shown that only polynomial-
time algorithms used in our method.

To have more realistic estimates, simulations are performed using MATLAB in order to
check real execution times. The results show the feasibility of our method for systems up to
many thousands of subjects and objects (approximately 120,000), and since the complexity is
polynomial, calculation times and system size will improve with more powerful computers. The
obtained results are useful for data flow control and can be considered to be stepping stones to
study tractability for complex access control systems, since these results can be used towards
the development of efficient tools.

Furthermore, other results of interest are obtained:

- For RBAC, our method can be used to determine whether secrecy constraints are
violated or not, and to determine in which objects certain data should be put to be secret of
certain roles.

- For role engineering in RBAC, our results can be used to detect and eliminate roles that
can know nothing, merge roles that can know the same data, and merge objects and permission
related to them, if there are objects that can store the same data.

- Our method can be used to create Label-based access control systems based on partial
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orders rather than lattices.

All this is described in the following paper.

3. The attached paper
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1. Introduction and motivation

A fundamental question in research on information se-
curity and privacy in data networks is the following: as-
suming that certain data are available somewhere in a
network, where else can they end up? To answer this
question realistically, one must consider the information
supports and the information paths available in the net-
work. Obviously, in general this is an intractable problem,
even difficult to define, because information can move, or
can be blocked, in a network in many different ways, de-
pending on access control, encryption, inference, channel
characteristics, covert channels, protocols, errors, human
intervention, etc.
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(L. Logrippo).
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We take a view based on access control methods ac-
cording to established access control theory. First, we con-
sider data only and not information (namely, we do not
take into account data flows generated by inferring infor-
mation from data and then encoding it in other data). Sec-
ond, we assume that data can only be available in a net-
work by being known to subjects or stored in objects. Third,
we assume that data can move between subjects and ob-
jects over perfect channels according to policies specified
by access control matrices, capability lists, permission in
Role based access control, routing tables, or other meth-
ods directly translatable into any of these. If an object can
store some data, and a subject can read from the object,
then the subject can know the data. The subject can then
write these data in other objects where they will be stored
and from where other subjects can read them and so on.
We show that, in a snapshot of the system where the ca-
pabilities do not change, the problem is very tractable and
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allows solutions that can be stepping-stones towards other
more complex problems.

Essentially, our approach is based on the following
steps:

1. Using capability lists, we construct logical models, rep-
resented as graphs, of all possible data transfer paths
in networks; the nodes in the graphs are subjects or
objects, and the edges are reading and writing capa-
bilities.

2. These models can then be explored in order to see
where the data contained in certain data objects can
possibly end up (the data flow problem).

As a byproduct of these steps, we are also able to deter-
mine secrecy areas and levels in the network. For a given
object, we can determine that it is a secret of certain sub-
jects and objects. For a network, we can determine what
are its less or more secret subject and objects.

Our method is shown to be practically feasible up to
a fairly large number of subjects and objects, enough to
be able to apply it to many realistic systems. Although the
goal is easily seen, practically important and not difficult
to achieve, we are not aware of similar experiences hav-
ing been reported in the literature, or of industrial tools
having been produced towards it - two research tools are
reported in [1] [10] (see below), but without time esti-
mates. Therefore, we believe that this paper fills a void,
and will inspire research towards applications, improve-
ments and extensions.

Being able to practically solve our problem is important
in order to answer several questions in security and pri-
vacy:

e The secrecy question: can secret data be known or
stored where they shouldn’t?

e The integrity question: can data coming from unreli-
able databases end up being stored in data bases that
should be highly reliable?

e The availability question: can data reach users or data
bases where it might be needed?

We briefly consider the application of our method to
RBAC [7][21]. In spite of the practical success of RBAC,
few publications address the problem of data flow anal-
ysis in RBAC, although this problem is easily understood.
We present certain conclusions that can be reached by
the analysis of such flows, which have consequences for
the placement of secret data in RBAC systems and for role
engineering. Concerning this second point, we show that
certain roles can be considered unnecessary, either be-
cause they cannot receive any data, or because they can
be merged with others.

The paper is structured as follows: Section 2 is our
concise literature review. In section 3 we review some ba-
sic concepts and present our basic definitions. Section 4
presents a small example to illustrate our goals and meth-
ods. Section 5 presents the algorithms we use, with an
evaluation of their theoretical complexity, leading to the
conclusion that we need only polynomial algorithms. Sec-
tion 6 presents our simulation method and simulation re-
sults. Section 7 discusses a specific technical point con-

cerning the two equivalence relationships that we use in
our work. Section 8 provides a larger example. Section 9
discusses some applications of our method to RBAC, es-
pecially for role engineering. In Section 10 a method is
presented to go from capability lists to Label-based access
control systems. Section 11 concludes the paper and men-
tions subjects for future research, which include methods
for flow control in the Cloud and in the Internet of Things.

This paper is dedicated to the memory of Dr. Sylvia
Louise Osborn, a pioneer in this research area and a source
of encouragement for our work.

2. Literature review

While the literature on data flow control is extensive,
there is almost no literature on algorithms and simula-
tion results for data flow analysis in access control net-
works. We will mention only a few papers that we con-
sider specifically related to our work.

Several of these papers are related to RBAC. The basic
paper on data flow analysis in RBAC is the one of Os-
born [21] in which it is shown how a role graph can be
mapped on a data flow graph. The resulting data flow
graph is proven to be the result of a flow relationship
between objects, this relationship is derived from the per-
mission assignments in consideration of role relationships,
and constraints on sessions between different roles.

Gofman et al. [10] proposed an optimization of Osborn’s
algorithm using incremental methods, the resulting algo-
rithm is proven to be less time and space consuming. Their
algorithm provides also information such as the nature of
the data flow, whether it is direct or if it is by transitiv-
ity. These points will be developed in our paper. A follow
up of this article [11] presented a tool RBAC-PAT for the
analysis of properties of RBAC and ARBAC policies includ-
ing information flow.

Amthor et al. [1] present WorSE, a comprehensive
workbench for model-based security engineering. They use
both a state-based representation of security systems, and
a relational one such as ours. Similar to us, they aim to de-
tect indirect flows, which they call covert flows. They also
use the concept of information flow graphs, which they
reduce according to information equivalence relationships.

The last three papers will be further discussed in our
Conclusions.

Several papers have dealt with methods for blocking
illegal flows in RBAC, or information flow control. Sama-
rati et al. [20] proposed a model that overcomes the vul-
nerability of discretionary access control by completing it
with mechanisms to prevent illegal flows caused by Tro-
jan horses. Izaki et al. [13] use RBAC to control informa-
tion flow. They define safe roles where only legal flows
occur, then objects methods are classified and used to con-
struct an information flow graph in which illegal flows can
be identified. Nakamura et al. [19] developed a synchro-
nization protocol to prevent illegal flows in RBAC systems,
where operations are blocked if they illegally write or read
over objects. The same direction is taken by Chon et al.
in [5] but this time a role lock over objects is introduced,
the objects are locked before any operation and an op-
eration is aborted if the locking fails to prevent illegal
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flow. Zhang and Yang [23] clearly explain the problem of
data leakage in RBAC-based models and propose the use
of Mandatory access control methods to produce label as-
signments to make leakage impossible. Although some of
these approaches are related to ours, the aim of our re-
search is of determining efficiently what data flows are
possible, given certain access control capabilities, rather
than of controlling the flow of information, or of blocking
certain flows.

In the abundant literature on RBAC role mining and en-
gineering there is no mention of the possibility of merging
or eliminating roles because of data flow characteristics, as
it will be discussed in Section 8.

We have reviewed industrial documents describing
RBAC audits, and we have found that these limit them-
selves to questions of appropriate role assignment, role
abuse, role conflicts, etc.

In any case, our methods apply well beyond RBAC, to all
systems for which reading or writing authorizations among
subjects and objects can be established, see Section 3 and
the Conclusions.

3. Basic concepts

We consider two types of entities: subjects and objects.
The lower case letter s, with various primes or subscripts,
will be used for variables for subjects, while the upper case
letter S with various numerals will be used for constants
over subjects. Similarly, the lower-case letter o will be used
for variables over objects, while the upper case letter O
will be used for constants over objects. The letter e will
be used for variables of entities, when we will introduce
concepts that hold whether an entity can be a subject or
an object.

We start by reviewing and adapting to our needs some
basic definitions first proposed by Lampson [15], and re-
peated many times in the literature, in many variations. In
a system with i subject and j objects, an access control ma-
trix is an i x j matrix M where the element My, , is a set
of capabilities, telling what are the capabilities of subject
sm over object 0,. A row m of the matrix is the list (or
set) of capabilities of s;. We consider only the capabili-
ties of reading and writing. We choose to present capability
lists as sets of relations. Following [16] we use the constant
predicates CR and CW (for CanRead and CanWrite respec-
tively):

e CR(s,0) is true if subject s has read capability on o.
e CW(s,o0) is true if subjects s has write capability on o.

So capability lists or access control matrices can be rep-
resented as sets of CR and CW relationships. An example
is given in Table 2. By using the predicates just presented,
Table 2 can be described thus: {CW(S1, 03),CR(S2,01),
CR(52,02),CR(S2, 03),...}. Intuitively, the existence of a
CR (or CW) relationship between a subject and an object
means that the subject can receive data from the object (or
the subject can send data to the object). More abstractly,
CR(s,0) can be taken to mean that any data that o can
store, s can know, and similarly for CW. In practice, this
can correspond to several situations that we may want to

Table 1
Boolean capability list for S3 in the example of
Table 2 and Fig. 1.

01 02 03 04
read 1 0 1 0
write 0 1 1 0

consider: the traditional read and write permissions as in
Unix; possession of encryption-decryption keys; the exis-
tence of channels, possibly hypothetical hidden ones; net-
work routing relationships; data transfer paths in the Inter-
net of Things. If we take roles for subjects, and we restrict
RBAC permissions to reading and writing operations on re-
sources, RBAC permissions can be directly translated into
capability lists or access control matrices and vice versa
[7, Section 3.3.2] [3].

Our simulation programs will represent access control
lists in terms of Boolean arrays, as in Table 1 (where S3
can read from O1 but cannot write in it, etc.).

We also use the two additional predicates CanKnow and
CanStore [16], respectively abbreviated CK and CS which
are related between themselves and with CR, CW by the
following axiom and inference rules:

e The axiom: CS(o,0) (in other words, any object can
store itself).

e The inference rule for CK is: (CR(s,0) A CS(0,0")) —
CK(s,0') (i.e. if s can read o, then whatever o can store,
s can know).

o The inference rule for CS is: (CW(s,0) A CK(s,0')) —
CS(0,0") (i.e. if s can write o, then whatever s can
know, o can store).

We stipulate further that CK(s,o0) or CS(o0,0’) can be
true only by the inference rules or axiom.
We will also use the following auxiliary definitions:

e CKS(s) for a subject s, is the set of all objects o that
can be known by s, i.e. CKS(s) = {o : CK(s, 0)}.

e (SS(0) for an object o, is the set of all objects o’ that
can be stored by o, i.e. CS5(0) = {0’ : C5(0, 0)}.

For a subject s (or object o), CKS(s) (or CSS(0)) is the
set of all data objects that can be delivered to s (or stored
in o) by sequences of read-write operations. Table 3 will
show an example.

Clearly, for each s and o we can calculate these two
sets from the axiom, the given CR and CW relationships,
and the inference rules, and this paper introduces efficient
algorithms to do this.

Our inference rules assume transitivity of the data
transfer operation, i.e., that any or all data can always be
passed on if a CR or CW capability exists. This is not al-
ways true in security, surely we can have entities that will
pass on data according to some conditions or judgment. In
our model, such situations can perhaps be represented by
splitting subjects or objects according to their behavior in
this respect. Transitivity is a pessimistic assumption that
may lead to over-protected systems.

In [16] we used the additional concept of variable, us-
ing which the definitions are symmetric between subjects
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and objects. We have opted for simpler, but asymmetric,
definitions in this paper by which objects can contain ob-
jects, and subjects can know objects.

For a given network, the set of subjects and objects in
the network with their CR and CW relationships can be
shown graphically, yielding a network directed graph (di-
graph), by using the following conventions (see Fig. 1):

e The nodes in the digraph are the entities in the network; we
use ovals for subjects and rectangles for objects.

e There exists a directed edge from object o to subject s iff
CR(s, 0),

e There exists a directed edge from subject s to object o iff
CW(s,0).

In choosing the notation, we have tried to strike a com-
promise between the usual verbal and graphical notations,
which are not mutually consistent. The verbal notation
puts the subject first, while the graphical notation shows
the data flow. So, we represent CR(s,0) with an arrow
from o to s, while we represent CW(s, 0) as an arrow from
s to o. Distinguishing between these two relationships is
useful in access control theory, where a distinction is made
between subjects and objects. But if we eliminate this
distinction, and use the concept of entity to denote both
subjects or objects, then we can define a relation CanFlow
or CF(e, €’), corresponding to a directed path from e to e’.

CF(e, €’) is true iff one of the following is true:

e=¢

e’ is a subject and e is an object and CR(e’, e)

e is a subject and €’ is an object and CW (e, e’)
there exists e’ such that CF(e,e”) and CF(e”,¢e’).

By these definitions, CF is a transitive, reflexive relation-
ship, or a preorder. We take the network digraph described
above to represent this preorder, except for reflexive rela-
tionships that are implicit.

We also generalize the functions CK and CS by intro-
ducing the function CanHold or CH, as follows:

If e is a subject s, then CH(e) = CK(s). If e is an object o,
then CH(o) = CS(0).

Finally, the functions CKS and CSS can be generalized
into a function CanHoldSet or CHS: if e is a subject s, then
CHS(e) = CKS(s); if e is an object o, then CHS(e) = CSS(0).

A partial order is a relationship that is transitive, re-
flexive and anti-symmetric. If we partition a preorder into
equivalence classes, the result is a partial order of equiv-
alence classes: this is because the resulting relationship
is transitive and reflexive, while no symmetric relation-
ships could remain among the equivalence classes [8, Sec-
tion 2.2]. This result has its correspondent in digraph the-
ory, as follows. A component in a transitive, reflexive di-
graph is a set of nodes that are mutually reachable, and
which is maximal in the sense that it is not included in a
larger set of nodes with the same property. If each com-
ponent is condensed into a single node, then the resulting
digraph represents a partial order (all the symmetric paths
having been encapsulated in components). Further, this re-
sulting digraph has the same connectivity as the original
one, in the sense that if node x is reachable from node y

Table 2
Capability lists for the network of Fig. 1.
S1 CR none
cw 03
S2 CR 01, 02, 03
cw 02
S3 CR 01, 03
cw 02, 03
S4 CR 02, 04
cw 02, 04
S5 CR 04
cw 04
S1 o1
S2
02
S3
03
S4
L=

Fig. 1. Network example.

in the original digraph, then the node that represents the
component of x is reachable from the node that represent
the component of y [12, Chapter 3]. For more discussion
and examples on this, see [17].

We say that two entities are:

o CF-equivalent if they belong to the same component in
their network or digraph;
o CHS-equivalent if they have the same CHS.

Clearly, CF-equivalence implies CHS-equivalence, but
the opposite is false in very specific cases, see Section 9.
This property enables us to use CF-equivalence in order to
find CHS-equivalence.

4. An example

The example in this section will show the important
concepts and results of our method.

Consider a network with five subjects S1 to S5 and four
objects O1 to O4. The capability lists, expressed as men-
tioned as CR, CW relationships in tabular form, are shown
in Table 2, where the capabilities for S1 are that it can
only write on 03, and so on. Table 1 shows the same ca-
pabilities for S3 in the form of a Boolean matrix.

Fig. 1 gives a graphical representation of this network,
by the conventions defined in Section 3.

A first question we can ask for such a network is: for an
object o, what are the subjects and objects that can know
or store it? We call this the single object flow problem. This
question can be important for objects that can contain se-
cret data. Answering this question leads to partitioning the
network in two areas, one where the object can be known
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o3

PN
hod

Fig. 2. The flow of object 03 in the network, the area of 03.

Table 3

CanKnow and CanStore sets for the network.
CKS(S1) ={ } CSS(01) = {01}
CKS(S2) = {01,02,03,04} CSS(02) = {01,02,03,04}
CKS(S3) = {01,03} CSS(03) = {01,03}
CKS(S4) = {01,02,03,04} CSS(04) = {01,02,03,04}
CKS(S5) = {01,02,03,04}

or stored (the sets of subjects and objects of which o is a
secret) and another where it cannot. Fig. 2, to be read left-
to-right, shows the area of 03 in the network of Fig. 1.

Intuitively this is clear, but formally it can be justified
in terms of the inference rules in Section 3, since by Ta-
ble 2 we know:

CR(S2, 03) A CR(S3, 03) A CW(S2, 02) A CW(S3, 02)
A CR(S4, 02) A CW(S4, 04) A CR(S5, 04)

Using the axiom CS(03, 03), the inference rules al-
low us to progressively derive CK(S2, 03), CK(S3, 03),
CS(02,03) (twice), CK(S4, 03),CS(04, 03), CK(S5, 03).
By inspection, one can see that no other such derivations
are possible for any other subjects or objects in the net-
work.

This information is useful for a system administrator
wishing to audit, add or remove certain flows. As a further
step, suppose that in a network there is a set of objects
whose association can lead to the discovery, or inference,
of some critical information. A practical example of this
case could be the rule: only executives can know both
tables: Role-by-employee and Salary-by-role. It is then im-
portant to determine what exactly are the entities that can
know or store all such data together. If these tables are in
two different objects, then to answer this question it is suf-
ficient to repeat the above reasoning twice, once for each
object.

A global answer to all questions of this type can also
be given, we call this the global object flow problem. To do
this, we calculate the CKS and CSS functions for all subjects
and objects, see Table 3. E.g. for S3, we have seen above
that 03 € CKS(S3). By using the inference rules for 01, we
will also find that 01 € CKS(S3), and no other possibilities
exist.

Looking at Table 3, we can see that:

e Several subjects (objects) can know (store) the same
objects, and so they are CHS-equivalent, see for exam-
ple S3, 03.

e There is a partial ordering of these equivalence classes,
determined by the inclusion of the CHS, e.g. in this
sense the equivalence class containing S3, 03 is in-

cluded in the equivalence class containing S2, S4, S5,
02, 04.

The CHS equivalences can be computed by using di-
rectly the axiom and inference rules of Section 3, as we
have done above. However this would require the use of
languages appropriate to program inference rules directly;
such languages are interpretive and not the best in terms
of computational efficiency. But since CF equivalence im-
plies CHS equivalence, the former can be used in order to
find the latter by using efficient digraph algorithms. In Sec-
tion 9 we will see that there are only very limited cases
where CHS equivalence does not imply CF equivalence. By
looking for CF equivalences, we obtain the simplified di-
graph of Fig. 3, where the subjects (objects) that can know
(store) an object have been grouped in the area of the ob-
ject.

Note that Fig. 3 shows all and only the data flows of
Fig. 1.

e The boxes in Fig. 3 contain entities that constitute
components in the original network. They are not only
CF-equivalent, but also CHS-equivalent. In other words,
it can be checked that S3, 03 and S2, S4, S5, 02, 04
constitute components in the graph of Fig. 1 and so
they must all have the same CHS.

e There are arrows between boxes to denote the par-
tial order between the components. The arrows denote
also CF relationships between the entities in the com-
ponents.

This partial order allows us to arrange the network by
increasing levels of secrecy, according to the concepts pre-
sented in [17]. On one hand, the contents of O1 are the
least secret, since they can propagate to all other subjects
and objects (except for S1). On the other hand, it is clear
that the most secret data should be stored in 02 or 04:
there, they can be shared with 52, S4, S5 but they cannot
propagate further.

We can now construct several networks that are equiv-
alent to the initial one (from the dataflow point of view)
by rearranging subjects and objects according to the fol-
lowing rules:

e Within each component there can be any CR, CW re-
lationships that generate symmetric CF relationships
among all pairs of entities.

e Between components, there can be any edges that are
consistent with the partial order: e.g. in Fig. 3 we have
CW(S3, 02) but other possibilities would be just as
good, such as some or all of: CW(S3, 04), CR(52, 03),
CR(S4, 03), CR(S5, 03), see Fig. 4.
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Fig. 4. A network equivalent to the initial one.

The decision of performing such restructurations or
simplifications normally should be left to the network
administrator, because good reasons might exist for not
restructuring at all, or for choosing one restructuration
rather than another. For example, a network administra-
tor may get a more efficient network by adding all the
capabilities that are implied by transitivity. In general, if
CW(s, o) is false but by transitivity there is a flow between
s and o, should the administrator make CW(s, o) true? This

is a non-obvious decision, since in practice indirect writing
may depend on read and write actions (and decisions) of
intermediary subjects. On the other hand, one may wish
to reduce the capabilities as much as possible in order to
limit the security checks.

Our algorithms can draw these diagrams but they be-
come impractical beyond small sizes. But the algorithms
can provide all the information that an administrator
needs in order to do simplifications and reorganizations.
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Beside the CKSs and CSSs and order relationships they can
provide the tables of empty entities and equivalent enti-
ties.

5. Algorithms and complexity

We now explore the practical computability of find-
ing CF equivalences with their partial orders. To do this,
we can take advantage of the efficient implementations of
graph algorithms available in several tools. We use combi-
nations of the following algorithms:

1. Constructing the internal representation of the digraph
for the relationships CR and CW, such as the one of
Fig. 1. This is an immediate translation of the capabil-
ity lists. The time complexity is O(|S| x |0]), i.e. the
product of the number of subjects by the number of
objects.

2. Calculating the single object flow, see Fig. 2. This
can be done by using depth-first search. The com-
plexity of this algorithm is determined by the sum
of the number of nodes plus the number of edges.
For our application, this translates in time complexity
O(IS|+10[+ (S| x [0])).

3. Finding the strongly connected components of the di-
graph obtained in Step 1, i.e. the CF-equivalent sets,
together with their partial order, according to the
principles of Sect. 3. Several efficient algorithms are
known to do this. The one that we chose is Tarjan’s
algorithm [22]. The complexity of this algorithm is
linear on the number of edges plus the number of
nodes, which in our case translates into O(|S| x |O]| +
IS+ 10]).

4, To answer the global flow problem Step 2 is repeated
for each object, so the complexity of this step is
0(|0] x (IS| x |01)), or O(JO[* x |S)).

5. Transitive reduction. This is not indispensable but it
leads to digraphs that are easier to read. The complex-
ity of this algorithm in the case of acyclic digraphs is,
once again, O(|S|+ 10| x |S| x |O]).

In complexity evaluation, it is customary to consider
only the dominant component, and so for each of the
algorithms 1, 2, 3 and 5 the time complexity can be
taken to be O(]S| x |0O]), which is polynomial, in fact
quadratic if |S| =|0O]|. For the single object flow problem
we use algorithms 1 and 2, leading to a total complexity
of 0(2 x (|S]| x |0])). For the global object flow problem,
we use algorithms 1, 3, 4, 5, leading to a total complexity
of 0(3 x (IS| x |0])) + (JO|* x |S])). Applied to the ex-
ample of Section 4, this sequence of algorithms leads to
the digraph of Fig. 3. These complexity orders could be re-
fined, for example we have not considered the fact that
Step 3 can reduce significantly the number of subjects and
objects, compare Fig. 1 with Fig. 3.

For the purpose of this paper, the important conclusion
is that only polynomial-time algorithms are needed for our
method: in complexity theory, such algorithms are consid-
ered to be efficient.

6. Simulation results

The complexity analysis that we have done so far de-
scribes upper bounds on the growth of functions depend-
ing on the number of entities but tells little about real
execution times. Further, upper bounds are very seldom
reached and good implementations apply many optimiza-
tions. It is then useful to perform simulations to have
realistic estimates. We ran a number of simulations in
MATLAB [9] to check real execution times. We used an
Intel Xeon Processor E5-2603 v4 with 6 cores, 1.7 GHz
and 64 GB of RAM, in a DELL Precision Tower 7910 cus-
tomized with hardware and software for heterogeneous
processing. This is a fairly powerful system for research ap-
plications.

For each size considered, a network was generated with
a random Boolean capability list for each subject. The ra-
tio of numbers of protected objects per subject can vary
greatly among types of systems, but normally there are
many more objects than subjects. Supposing application
to RBAC, and following the advice of an expert [2] we
considered networks where there are 24 objects for every
subject, which means that, for an organization of size 100,
we have 4 subjects and 96 objects. However, the simula-
tion times do not change much if we change these ratios,
e.g. they are similar if we assume that there are equal
numbers of subjects and objects.

The execution times are shown in Fig. 5. Fig. 5.a) shows
the times for Steps 1 and 2 in Section 5, Fig. 5.b) shows the
times for Steps 1 and 3, and Fig. 5.c) shows the times for
Steps 1, 3, 4, 5, leading to representations such as the one
of Fig. 3. We see that the curves confirm our complexity
analysis of polynomial times. The number of nodes is the
number of entities.

For Fig. 5.c), our program hit a memory limit at ap-
proximately 120,000 nodes after about 196 minutes and
for comparison we terminated the simulation at the same
number for the other two simulations. Since the algo-
rithms are polynomial, calculation times will improve with
more powerful computers.

Several types of context-dependent optimizations can
be envisaged. Different objects can be treated as one if
they have the same access control lists, which can be the
case in many organizations where we have object cate-
gories such as financial, personnel, etc., with the same ac-
cess control list for all objects in each category, see the
concept of view in OrBAC [14]. Or also, the techniques we
propose could be performed level-by-level within hierar-
chies of object categories. If this is done, the set of objects
could be the (probably much smaller) set of object cate-
gories instead of the set of all objects in the organization.
Likewise, the number of subjects can be significantly re-
duced by considering roles instead of subjects. Yet other
optimizations may be possible if, as it often happens in
practice, a large network can be partitioned in several par-
tially independent networks. Fig. 5 shows how much better
execution times are if the number of entities is reduced by
a factor of 10. This is a subject of further study, namely for
applications to social networks.
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Fig. 5. Simulation times with MATLAB.

7. Relation between CF and CHS-equivalence

It would be interesting to be able to conclude that the
two equivalences we have worked with are identical, this
would mean that by looking for CF-equivalences one can
find all CHS-equivalences and vice versa. Unfortunately this
is not true, but only because of very special cases. To see
this, consider a very simple network with one object O
and two subjects S1 and S2, and:

CR(S1, 0), CR(S2, 0)

We have: CHS(0O) = CHS(S1) = CHS(S2) = {0}: the
three entities are not CF-equivalent and so our method
cannot find that they are CHS-equivalent. More generally,

a useful result would be: CF(e, e’) iff CHS(e) € CHS(e’) but
the example shows that this is false in the reverse direc-
tion.

Note that this difficulty is limited to one level only,
since if CW(S1,01), then CHS(O1) = {0, 01} which
breaks the CHS equivalence.

This difficulty can disappear if the difference between
subjects and objects is eliminated, if some conditions are
imposed, or if the model is changed. We excluded the
first possibility because we are addressing access control
systems. A full discussion on this topic would lead to com-
plexities that are extraneous to this paper, whose focus is
on algorithms.

For the purpose of this paper, the conclusion to be re-
tained from this section is that our method may fail to
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Table 4
Capability lists for a larger example.
S1 CR 02, 08 S5 CR 04
cw 02, 04, 06 cw 09
S2 CR 05, 010 S6 CR 01, 03
W 07 cw 05
S3 CR 05, 06, 08 S7 CR 09
W 07, 08 cw 04, 09
S4 CR None S8 CR 05
cw 03 cw 03

detect very few, if any, CHS equivalence sets and this may
only lead to partial orders still valid, but slightly more
complex than they need to be.

8. Alarger example

The example of Section 4 was very small, to be easily
understood. In this section, we give a larger example, but
still small enough that it can be checked manually. The ca-
pability lists are given in Table 4 and the partial order, the
equivalence classes and the areas in Fig. 6. As mentioned
in Section 4, Fig. 6 defines a class of possible implemen-
tations of the flows defined in Table 4. As earlier, we have
oriented the graph to show increasing secrecy levels.

9. Extension to RBAC and role engineering

A full discussion of RBAC is beyond the aims of this pa-
per. We give here a summary of how some of the methods

we have presented could be applied to some aspects of
RBAC.

RBAC has capabilities that go well beyond access con-
trol to data, but has no specific mechanisms for data flow
control. The unwanted data transfers can be controlled in
RBAC indirectly by carefully designing roles, permissions
and by static or dynamic constraints. However to do so,
it is very useful to be able to answer our initial question,
which is, where can data end up in a given RBAC configu-
ration, in order to decide what changes need to be applied.

We limit ourselves to core RBAC without role hierarchies
or constraints, and we consider only a single session, hence
users and subjects can be identified. Only read and write
permissions on data objects will be considered. So our pre-
vious subjects can be seen as roles. Capability lists for roles
can be derived with these assumptions, thus the analyses
that we have discussed so far can be applied to RBAC net-
works. As an exercise, the reader may wish to apply our
method to the RBAC example of [21]. If we assume 10
users per role, then there are considerable efficiency im-
provements as we can see from Fig. 5. If, in addition, we
assume that policies group objects with identical permis-
sions, then there may be other significant improvements.

This leads to two applications of our method in RBAC,
which can both be derived from observations presented in
Section 4. The first is the following. If secrecy constraints
exist, such as one by which the contents of certain ob-
jects can only be known to certain roles, then the proposed
algorithms can be used to determine whether these con-
straints are violated. They can also be used to determine
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in which objects certain data should be put in order to be
secrets of certain roles.

A second application is to role engineering. Role engi-
neering for RBAC is the process of defining roles, user-role
assignments, and permission-role assignments for a given
organization [7]. The following facts can be important in
role engineering:

e That certain roles can know no data, and so perhaps
they can be eliminated: such would be a role corre-
sponding to S1 in Section 4 or S4 in Fig. 6.

e That certain roles can know the same data as others,
and so perhaps they can be merged, such is the case
for roles corresponding to S2, S4, S5 in the example of
Fig. 3.

e That certain objects can store the same data, and
so the objects and the permissions related to them
can perhaps be merged, such is the case for objects
02, 06, 08 in the example of Fig. 6.

The proposed algorithms provide such information. But
the results of our method can only suggest changes to the
RBAC model: the decision of implementing these changes
must rest with the role engineer or the administrator, since
reasons can exist not to do so.

As far as we know, we are the first to propose such
methods for role engineering.

Several issues remain for further study. If sessions are
introduced, then we must make assumptions on whether
users can retain data from one session to another. Fur-
ther, the feasibility of our technique in the presence of
constraints should be studied. Papers [1][10] present other
ideas that are well worth exploring from the point of view
of available algorithms and simulation.

10. From capability lists to Label-based access control

In its simplest form, a Label-based access control
(LaBAC) model [4] can be defined by associating labels to
subjects and objects, and using access control rules based
on labels. We show how the concepts developed so far
lead to LaBAC models, which define data flow controls
that are identical to the ones defined by the capability
lists from which they were generated. We write s:lab(s) or
o:lab(o) to mean that subject s (object o) has label lab(s)
(lab(0)). Given networks such as the ones of Fig. 3 or Fig. 6,
the following method is sufficient:

1) Assign to each subject and object a label designating
the set of the areas in which it finds itself.

2) The access control rules are:
o CR(s:lab(s), o:lab(o)) iff lab(o) C lab(s)
e CW(s:lab(s), o:lab(0)) iff lab(s) < lab(0)

For example, in Fig. 6, we have: 010 : {010} and
§2:{01,03,05,010}, hence CR(S2,010). Clearly, the
LaBAC model for this example defines a flow control that is
identical to the flow control defined by the capability list
of Table 4. The construction is generic and so for any ca-
pability list, an equivalent LaBAC model can be generated
efficiently.

One could create a correspondence between the la-
bels above and more conventional security labels, e.g.
{01,02,03,04, 05,06, 08, 09} could be called “TopSe-
cret1” and so on as desired.

11. Conclusions and future work

We have identified some data flow analysis problems in
access control networks, and we have shown that they are
practically solvable with well-known and efficient graph
algorithms, using as input the capability lists of the sub-
jects, which will be permissions lists in the case of RBAC.
This finding has been validated by both algorithmic analy-
sis and simulation. Simulation has shown that our method
is usable for networks of several tens of thousands of sub-
jects and objects; in fact, if we consider ongoing progress
in the area of graph processing [18], possibly for any prac-
tically conceivable organization sizes. The method can be
used to answer several important questions such as: if
some secret data are stored in some database, who can be
able to read them, directly or indirectly? For each subject
or object, exactly what data can it have available? If certain
data should be secret of certain subjects or objects, where
should the data be stored? What subjects and objects are
equivalent for the data they can be able to hold? What
reorganizations are possible, without changing the data
flows? Our concept of area of an object in a network seems
to be new and useful, and so is the possibility of identify-
ing secrecy levels in arbitrary (possibly RBAC) networks.

This paper can also be seen as an experimental confir-
mation of the principles presented in [17]. We have shown
that the partial order of components in a data flow net-
work can be seen as a hierarchy of secrecy levels. This
generalizes the well-known concept of lattice flow model
presented in [6]. It generalizes it for two reasons: partial
orders are a less restrictive structure than lattices, and par-
tial orders can be always found efficiently, by using our
method, for any network of entities that is described in
terms of reading and writing capabilities. Based on these
concepts, one can imagine graphic interfaces that would
make it possible to design systems with secrecy require-
ments by manipulating on the screen graphic representa-
tions such as the one proposed here. For scalability how-
ever, abstraction mechanisms such as encapsulation will
have to be devised.

With respect to previous work, the contribution that
is closest to ours is [1]. These authors describe powerful
methods and tools that go much beyond what we have
done, but don’t provide the detailed algorithm analysis and
simulations that we provide here, hence they provide no
information on the sizes up to which their tools could be
practical. In addition, although they introduce the concept
of ‘reduction by information equivalence classes’, they do
not introduce the generic secrecy level concepts that we
have mentioned, based on the order-theoretical concepts
of Section 3. Similar observations apply to [10] [11]. The
authors of these three papers consider the general case
where the permissions can change, but seem to miss the
interesting conclusions that can be drawn when the per-
missions are fixed, as we do in this paper. The conceptual
bases they use are also fairly different from ours. Reading
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of these papers raises many interesting questions at the
intersection of these partially complementary approaches.
These papers also give an idea in what kinds of tools our
algorithms can be used.

Other topics for future work present themselves, for ex-
ample, in connection with RBAC: extension to RBAC with
static constraints, and using our method for RBAC auditing.
Extension to Boolean conditions, dynamic constraints and
changes in capabilities (such as by administrative action)
are further beyond. The applicability of these methods in
Internet of Things and Cloud networks is also on our re-
search agenda.
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Chapter 6
Configuring data flows in the Internet of things for security

and privacy requirements

1. Introduction

In this chapter, we present our work, published in [77]. A synthesis of this paper is presented

in the next section, while the paper in question is attached at the end of the synthesis.

2. Paper synthesis

The concept of ‘Internet of Things’ expresses the networked integration of sets of physical
and virtual devices in potentially complex systems that carry and process data and control
information from sensors or terminals to end users (which can be human users or other machines).
It is a highly distributed system that promises integration of the real world with the information
world, eventually creating important economic, social and workplace benefits. Among the many
known applications are hospital systems, e-commerce systems, smart homes, transportation and
energy systems, and many others.

Many sensitive data will travel in the IoT, and these data may flow among ‘things’ in very
complex data flow configurations. We are interested in realizing data security and privacy in
such systems. For that, it is important that only certain data flows be allowed and in all
cases data should not flow to unauthorized parties; otherwise, sensitive data may be destroyed,
altered, stolen, and even held for ransom. Examples of secrecy requirements in IoT systems
can be seen in healthcare systems, for example, heart-rate sensor and a motion sensor may
be separate things that communicate their data. Each sensor’s data stream is stored for the
person being monitored, and must only be accessible by the treating staff, and isolated from
other ‘things’ and other people’s data. Another example can be an e-commerce system, where
ordering information of a client must not reach other clients. This gives rise to several questions:
how can we set up data communications channels between ‘things’ so data originating in one

device can or cannot reach another one? Given certain data flow relationship in an IoT system,
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and data originating in certain devices, which are the entities that will be privy of these data?
And finally, which are the most secret or least secret entities, in the sense that data that are in
them cannot or can propagate to others?

Many solutions have been implemented for these problems in particular systems, those so-
lutions often refer to the lattice model of Denning by proposing applications, variants and
enhancements of it. We offer a generic solution that can be implemented in principle in any
system. This solution is based on the fact that any directed graph, representing a data flow, can
be seen as a partial order of equivalence classes. Each equivalence class is a set of nodes that
can share the data, and the partial order establishes the direction of the data flow that must
exist in any such system. For each type of data, these principles enable us to partition any IoT
network in areas that can know the data, and other areas that cannot know them. Efficient
algorithms exist to do this partitioning in general.

In our method, entities can be added according to needs, these entities must come with
labels stating what data they can contain. This gives rise to a CanHold (CH) relathionships.
Then communication channels or flow channels are added according to inclusion relationships
between the CH relationship, so we can derive CanFlow(X,Y) iff CanHold(X) C CanHold(Y).

This can be dynamically done every time a new entity is defined and added to the network.
After adding communications channels, an efficient partial order detection algorithm is run to
clean the graph and leave only the necessary channels.

We present two examples in our paper, a hospital example of network creation, and an e-
commerce example of separate data flows. These examples, especially the second one, show that
several data flows can coexist in a given network, and that our method can handle them, by
tagging data according to the data flows to which they belong.

The final sections of the paper present an overview of a policy language that can be created
and developed for IoT secrecy requirements. The language must provide primitives to define
entities with their labels alongside with operators to add and remove entities and attributes.

Finally, implementation issues are presented, which will be further discussed in our last chapter.

3. The attached paper
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Abstract. The Internet of Things is a highly distributed, highly dynamic
environment where data can flow among entities (the ‘things’) in complex data
flow configurations. For data secrecys, it is important that only certain data flows
be allowed. Research in this area is often based on the use of the well-known
lattice model. However, as shown in previous papers, by using a basic result of
directed graph theory (or of order theory) it is possible to use a less constrained
model based on partial orders, for which a formal notion of secrecy can be
defined. We define a notion of ‘allowed contents’ for each ‘thing’ and then the
data flows follow by inclusion relationships. By taking advantage of transitivity
of data flows and of strongly connected component algorithms, these data flow
relationships can then be simplified. It is shown that several data flow rela-
tionships can coexist in a network. Two small examples are presented, one on
hospital applications and another on e-commerce. Implementation issues are
discussed.

Keywords: Internet of Things - Data secrecy - Data confidentiality - Privacy -
Data flow control - Partial orders

1 Introduction and Motivation

()

Check for
updates

Given that we have a network of entities representing an abstract view of an Internet of
things (IoT) network, how can we set up the data communications channels between
entities so that data originating in one entity can or cannot reach another entity? Being
able to answer this question is important to answer questions of:

Secrecy (also called confidentiality): can data stored in an entity reach another
entity? This question has clear consequences for the question of privacy, which will
be implied henceforth.
Integrity: can data originating from an entity at some level of integrity reach an
entity at higher level of integrity, thus potentially polluting it?
Availability: can an entity always access the data it needs?

It is of course a basic requirement for the 10T that “data should be able to flow as

needed” with as little confinement as possible, but also “data should not flow to
unauthorized parties” [22]. With respect to privacy, we agree that “the fundamental
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nature of a privacy violation is an improper information flow” [13]. Paper [23] takes a
broad view of the importance of information flow control to achieve legal obligations in
the IoT. Many IoT diagrams in the literature show bidirectional channels among
entities, however clearly for secrecy and privacy some channels may have to be uni-
directional or absent altogether. These problems are common between the IoT and
Cloud, since IoT is often implemented on Cloud platforms [9, 11, 12].

We propose in this paper a new method to design networks with data flow
topologies (i.e. configurations of entities and channels) that can satisfy secrecy
requirements as specified in terms of logic expressions. We will also mention why we
believe that integrity requirements are also addressed by the same method. Related
important questions that we discuss in this paper are the following: given certain data
flow relationships in an IoT system, and the fact that we know that certain data
originate in certain entities, which are the entities that will be privy to these data?
Which are the most secret or least secret entities, in the sense that data that are in them
cannot or can propagate to others?

As already discussed in [14] and [24], it turns out that a simple result of directed
graph theory, associated with well-known efficient algorithms, can be used to provide
solutions for this problem, which are generic, i.e. independent of the application, or of
the devices used to implement the entities, or of the physical network. These papers did
not explicitly consider the 10T, which will be the focus of this paper.

2 Literature Review

Although the concept of Internet of Things is not much older than our century, the
literature on the general subject of ‘security in the IoT’ is already extensive, and several
survey papers exist. However most of this literature is about attacks, vulnerabilities,
access control, and is not particularly related to the problem of data flow control for
security. We are interested in globally controlling all the possible ‘things’ where the
data of certain other ‘things’ can end through sequences of data transfers, while access
control controls data transfers between pairs of ‘things’. In this brief literature review,
we cite only papers that are closely related to our problem and proposed solution.

An extremely influential pioneering paper on the general subject of data flow in
programs and networks is the one by Denning [4]. It showed that by using principles of
lattice structuring, data flow security properties can be guaranteed in programs or
networks. Almost all papers cited here refer to the lattice model by proposing appli-
cations, variants and enhancements of it. Our model has in common with the lattice
model the fact that it is relational, rather than state-transition based. It generalizes
Denning’s model because it uses partial orders instead of lattices. In [14] it is shown
that partial orders are necessary and sufficient for data flow secrecy and that they
always exist. In [24] it is shown that they can be efficiently found.

It should be noted that the subjects of flow control in the IoT and in the Cloud are
closely intertwined and on the way to integration [2]. Many papers in this general
research area propose the use of authentication, encryption and access control methods,
including variations of RBAC [6], in the IoT. Many of these papers are reviewed in
[16]. Although authentication, encryption and access control are mechanism for
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realizing flow control, we will limit our consideration here to methods for designing the
overall flow control.

Much classical literature, such as the paper of Samarati et al. [19] deals with the
problem of preventing or blocking illegal flows. Our purpose is dual, i.e. to identify (in
a current configuration) or permit (in a configuration to be established) all legal flows.

Blackstock and Lea [3] address the need for IoT data flow platforms to create
“systems suitable for executing on a range of real-time environments, toward sup-
porting distributed IoT programs that can be partitioned between servers, gateways and
devices”. They describe their experiences with two existing data flow platforms
towards designing their own.

Narendra Kumar and Shyamasundar [15] use a formalism based on identifying
separate subjects and objects (rather than entities only) and separate reading and writing
authorizations, rather than on a single CanFlow relationship as we do. They define a
Readers and Writers Flow Model based on Denning’s lattice model. Each entity is
provided with a label defining the entities that can read from it and the entities that can
write on it. This paper is in the context of Cloud computing. In a very recent follow-up
paper [12], Khobragade and the two authors just cited extend their method to the IoT.
We will come back to these papers in the Conclusions.

Bacon et al. [1, 12, 18] have developed data flow control methods and software for
the Cloud and the IoT using data tagging. We agree that data tagging seems to be
necessary for configuring data flows. as we will see later in our paper.

Schiitte and Brost [21] present a policy language, LUCON, designed to control the
routing of messages across services. Message routes can be model-checked to see
whether they violate policies. The method uses message labels to which policies refer
in order to decide what happens to the messages during routing. Again, this kind of
labelling will play a role in our model.

These papers agree on the fact that generic solutions for IoT data flow control exist,
and should be used before application-specific ones. We share this opinion.

Although IoT networks are usually represented as directed graphs (digraphs), we
could not find a single paper that references or uses the basic result of digraph theory
that is presented in the following section, and which is the basis of our method. The use
of this result, instead of the classical lattice model, is the salient distinguishing char-
acteristic of our approach.

3 Basic Concepts

This section is mainly an adaptation to the IoT context of results presented in [14, 24].
We consider sets of abstract entities that can communicate among themselves by
unidirectional abstract channels (bidirectional arrows in our diagrams mean that there
are two channels in opposite directions). Entities represent ‘things’ or objects such as
sensors, databases, etc. Each entity has computing and storage power, can also have
sensing capabilities. We call network topology a given set of entities with channels
between them, which is fixed at any network state. We use the letter e with primes and
subscripts to denote variables for entities. We write CF(e, e') (can flow) to say that
there is a channel that can carry data from e to e". In practice, CF; can be implemented
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in several ways, this will be discussed later. We write CF{(e, ¢’) if there is a commu-
nication path, consisting of one or several channels, from e to e'. If the data of e is
encrypted so that e’ cannot decrypt it, then the relation is false.

Definition 1: CF{(e, €’) is true if:

(a) CFy(e, €') or
(b) there is a e” such that CF;(e, ") and CF(e", e').

So CF is a transitive relationship. This is a pessimistic view, which can make
networks over-protected; it ignores the fact that some entities may decide to block some
data. Our (perhaps simplistic) view is that if Alice talks to Bob and Carl talks to Alice,
Carl can expect whatever he says to end up with Bob. We also assume that CF is
reflexive, since we can assume the existence of a channel from any entity to itself,
although for simplicity such channels will be left implicit. It is important to note that,
by its transitivity and reflexivity, CF is a quasi-order [7]. The relation CF will be
shown in the form of directed graphs (or digraphs). To enhance this generic view, in
Sect. 6 we shall informally introduce the notion of several separate data flows.

We say that an entity e can hold data x, written CH(e, x), iff data item x can be
present in e. CH(e, x) can be a fact known a priori, an axiom. For example, a sensor in a
refrigerator can hold a temperature reading. In other cases, CH(e, x) can be a derived
fact, if there exists a e’ such that CH(e', x) and CF(e’, e). So, if there is a channel from
the sensor to a HomeComputer (HC), then the HC can also hold the temperature
reading.

It would be possible to continue in the same way, considering the level of gran-
ularity of single data items; however in this paper we won’t need to reason at this fine
level of granularity. Henceforth we use the notation CH(e, ¢') to say that entity e can
hold the data in e’. In the example above, if there is a channel that can carry data from a
sensor in the refrigerator to the HC, we say that both the sensor and the HC can hold all
data in the sensor. In our examples below we will construct networks by using a reverse
principle, i.e. starting from the fact that HC can hold all data in the sensor, we conclude
that there is a flow, or a channel, from the sensor to the HC.

Formally, we write:

Definition 2:

(a) CH(e, e) is our axiom
(b) CH(e, ') iff CF(é', e) is our inference rule

The following definition will allow us to refer to all the data that can be contained
in an entity, given a data flow configuration:

Definition 3:

CHS(e) = {e' such that CH(e, e')}

CHS stands for CanHoldSet. For example, if there is a path from a fridge to a HC,
and from a thermostat to the same HC, then the entity HC can hold temperatures from
both the fridge and the thermostat.
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Clearly, we have:

Property 1:

(a) CFle, ¢') iff CHS(e) C CHS(e')
(b) CFle, ¢') and CF(e', ¢) iff CHS(e) = CHS(e)

These definitions could appear to be counterintuitive at first because it might be
thought that two different entities could be able to acquire the same data directly and
independently, consider for example two independent sensors that sense the same
conditions. When this is possible, it is still safe to assume, from the security point of
view, that there is a bidirectional channel between the two entities.

We now describe the basic result of digraph theory that is at the basis of our
method. This result also appears, in simpler form, in the theory of relations and in the
theory of orders [7], but in our research area the graph-theoretical view may be the
most useful, and so we adapt here the theory presented in [10]. We define components
of our digraphs to be sets of entities such that for any two entities e and e'in the set, CF
(e, e') and CF(e', e). By Property 1, CHS(e) = CHS(e'). We are interested only in
components that are maximal, i.e. they are not contained in larger components, so
henceforth the adjective maximal will be implicit when we will mention components.
Let us condense each component in a single node in the digraph. Since the original CF
digraph represented a quasi-ordering, the resulting condensed digraph represents a
partial order [7]: this is because all symmetric relationships have disappeared, having
been encapsulated in nodes. Let us call [e] the node corresponding to the component
containing entity e (clearly, the mapping e — [e] is a function). It is easily seen that
there is a path (a CF relationship) from e to e’ in the original digraph iff there is a path
from /e] to [e'] in the condensed digraph [10].

There are well-known and efficient (linear-time) algorithms to find condensed
digraphs, and their use will be demonstrated in this paper. It is important to note that
such condensed digraph will be acyclic. We will call such algorithms strongly con-
nected components algorithms. We use Tarjan’s algorithm [25] as implemented in
MATLAB [8].

As a generalization of the above notation, we allow specifying flow relationships
between sets of entities. For S and S’ finite sets of entities, CF(S, S’) means that CF{(e,
e’) holds between each e € S and all e’ € S'. The sets can be specified either by
enumeration, or by set-theoretical expressions, based on the attributes of entities as we
will see. For example, if S is a set of patients having a specific illness and S’ is a set of
doctors that specialize in that illness, then CF(S, S') means that data can flow from each
patient in S to all doctors in S".

So entities ¢ have named attributes, in variable numbers and according to appli-
cation needs. We assume that each entity has attributes according to application needs.
Hence the constraint above can be specified as follows:

CH(e, ¢') if patient(e) and illness e = stroke and doctor(e’) and specialty
(e') = stroke

By Property 1, this implies CF(S, S'), where S is the set of all such patients and S’
is the set of all such doctors.
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We refine this view by allowing CF relationships to be specialized by the type of
data involved. We shall see later an e-commerce example where there are two different
CF relationships, one for ordering and one for billing. Many different CF relationships
can coexist in a network. In real life, Alice might talk to Bob on work matters, but not
on private matters. Knowing this, Carl can talk to Alice on private matters, assuming
that this will not end up with Bob.

Note finally that we use the term component in the described graph theoretical
meaning. This is quite different from the term’s use in some IoT literature, where it can
denote hardware entities with specific physical characteristics. In our sense, an entity
that belongs to a singleton equivalence class is also a component. On the other hand,
entities that are physically identical can belong to different components in our sense.
We use the term device to refer to components in this other sense.

4 The Method

Our method is based on the idea that if an entity e can hold all the data that an entity e’
can hold (plus possibly other data) then CF(e', e) should be true. So each entity will
have attributes and will be associated with a logical expression, based on the available
attributes, defining the set of data that it can hold. The channels will be placed by
calculating the inclusion relationships between these sets. This can be done dynami-
cally, in the sense that every time a new entity is defined, the channels it should have
can be calculated, by checking the data set inclusion relationships between the new
entity and the existing ones (this step is not trivial from the point of view of compu-
tational complexity, and will be discussed in future papers).

The method described so far may be impractical, since it might generate ‘too many
channels’. In terms of digraphs, its result can be visualized as a transitively closed
digraph, see Fig. 1(a) for an example. According to the properties presented in the
previous section, a streamlined digraph can be obtained in the following way:

L OO ¢ T

Fig. 1. (a): A data flow graph; (b) its partial order of components; (c) an equivlent data flow
graph
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(1) Using a strongly connected components algorithm, calculate the compressed
digraph for the CF relation (recall that it will be acyclic).

(2) Calculate the transitive reduction of the compressed digraph, see Fig. 1(b) where
each box represents a component (often a single algorithm will do both (1) and
(2)).

(3) For each component in this last digraph, connect the entities (if they are more than
one) in any way that maintains the mutual reachability relation;

(4) For any two components S and S’ such that S C §’, connect one or more element
(s) in S to one or more element(s) in §' (Fig. 1(c). By transitivity, CF(S, S’).

In practice data flow graphs may be large and complex, with component nesting
difficult to unravel, but each of the algorithms involved is (at most) polynomial, thus
‘efficient’ in complexity theory terms. Therefore, it might be conceivable to re-execute
the procedure every time there is a change in a network, or periodically, whenever a
network reconfiguration is desired.

Note that several communication paths that are direct in Fig. 1(a) are indirect by
transitivity in Fig. 1(c). Our method may produce communication patterns inappro-
priate for the intended application, but it won’t produce any that violate secrecy con-
straints. Step (3) can be done in different ways: in Fig. 1 we implemented the goal of
reducing the number of edges by using transitivity, but other goals can be implemented.
Therefore, we propose the use of this method as a basic method only, that may be
adapted to the needs of specific networks.

The use of this method will be assumed in the rest of the paper. The theory above
will be used implicitly.

5 Network Creation: A Hospital Example

We use here small examples to demonstrate our method, but as mentioned this is
scalable because of the existence of efficient algorithms.

As a first example, we consider a toy hospital system. In its final configuration, the
system will be as in Fig. 2, however we will show how it can be built step by step.

L K
AdminDB ChiefMedicWkstn
{SamPress,BobPulse,SallyPulse, {SamPress,BobPulse,SallyPulse,
S -\Stau'sia‘z)
C F
Doc1Wkstn Ward2DB \ D
{SamPress,BobPulse,Stat1} {SallyPulse,Stat2} Doc2Whstn
/ \ \ {SallyPulse,Stat2}
A E B /
NurselWkstn Word1D8 Nurse2Wkstn
{SamPress,BobPulse,Stat1) {SamPress,BobPulse,Stat1) {SallyPulse,Stat2)
G
ReanimationWkstn

{SamPress,BobPulse,SallyPulse}

H 1 J
PressDetect PulseDetect PulseDetect
{SamPress} {BobPulse} {SallyPulse}

Fig. 2. A hospital example
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The types of the entities are: PressDetect, PulseDetect, NurseWkstn, DocWkstn,
ReanimationWkstn, WardDB, ChiefMedicWkstn, AdminDB (in Fig. 2, numerals are
added to the type names in order to distinguish different instances). We have three
patients, Sam, Bob and Sally, which however do not appear as entities but as parts of
the labels of the entities. In other words, we have labels: SamPress, BobPulse, Sally-
Press etc. We also have some statistical data that are created in some entities. When an
entity of one of the mentioned types is created, it is associated with a label, which
indicates the data that it can hold. We use a command New to create a new entity with a
label. A channel, which is a CF relationship, is automatically created between the new
entity and all the previously created entities such as the label of the new entity is
included in the label of the previously existing entity. Then the method of Sect. 4 can
be executed to reduce the edges if possible. For example,

New(A) = Nurse | Wkstn{SamPress, BobPulse, Stats1}.

New(B) = Nurse2Wkstn{SallyPulse, Stats2}.

New(C) = DoclWkstn{SamPress, BobPulse, Stats1}.

New(D) = Doc2Wkstn{SallyPulse, Stats2}.

New(E) = Ward1DB {SamPress, BobPulse, Statsl}.

New(F) = Ward2DB{SallyPulse, Stats2}.

New(G) = ReanimationWkstn{SamPress, BobPulse, SallyPulse}.
Etc.

After C is created, we have CF(A, C) and CF(C, A) since CH(A) = CH(C). Sim-
ilarly for D and B. After H is created, we have CF(H, A), CF(H, C) etc. So channels are
created between entities as the entities are created. In the graph of Fig. 2, we have
placed the entities in ascending order of inclusion, starting from those that have the
smallest CHSs at the bottom. Certain things of interest can be seen: for example, we say
that BobPulse is a secret of the set of entities {I, G, A, E, C, L, K} which are the only
entities that CanHold this data (in terms of [14, 24] this is the Area of BobPulse). It can
also be said that entities that appear towards the bottom of the partial order are the least
secretive, because they allow their data to flow up to other entities. On the contrary,
entities appearing at the top {L, K} are the most secretive, because their data cannot
flow further. They are also the entities that can hold the most data, in fact they can hold
all data available in the network in this example.

Note that there are some non-singleton components in this digraph, they are {A, C,
E}{B, F, D},{L, K}. In each such component, the entities are mutually reachable and so
they can all hold the same data. The partial order of equivalence classes for this digraph
is shown in Fig. 3.

Fig. 3. Partial order of components for the hospital example
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Note also the following important point. Suppose that for some reason, the entities
are created in the following order: first H, then L, then C. In practice this might lead to a
mis-configuration and there might be application-specific protocols to prevent this from
happening. Without this, our method will produce the following results. After L is
created, data can flow from H to L, and after C is created, data can flow from H to C,
also from C to L. At this point, transitive reduction will eliminate the direct flow from
H to L. Secrecy constraints will never be violated and whatever order is followed in the
creation of entities, we will always end up with the network depicted in Fig. 2.

6 Separate Data Flows: An E-Commerce Example

We introduce now a second example, where for readability we have done some sim-
plifications of notation with respect to the previous one (for example, we don’t
explicitly show that each entity contains its own data). This is an e-commerce network
with four clients, two retailers and four suppliers. Client 3 and 4 collaborate and so they
share data. We have two retailers. Finally, we have four suppliers, of which the first
three collaborate and so share client data. After having created all the entities, the
network is as shown in Fig. 4.

Suppl - Supp2
{Client1,Client2} {Client1,Client2}
Supp4
\/ {Client2,Client3,
Client4}
Supp3 4
{Client1,Client2}
Retail2
' {Client2,Client3
Client4}
Retaill

{Client1,Client2}

Clientl Client2 Client3 je» Client4

Fig. 4. An e-commerce example

The partial order of equivalence classes for this example is shown in Fig. 5.
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Supp1,Supp2,
Supp4
Supp3 i
Retaill Retail2
i Client3,
Clientl Client2 Clientd

Fig. 5. Partial order of components for the e-commerce example

Again, this example can be analyzed to see what data are secret of which entities.

This example is useful to show the (usual) necessity of having several coexistent
but separate data flows in the same network. The previous diagrams dealt with ordering
information. Billing information travels in the opposite direction, and has different
secrecy requirements. Since each client should get only its own bills (except perhaps
for Clients 3 and 4 who share bills), then this requires defining as many separate data
flows as there are clients. Figure 6 shows the data flow for the bills of Client I (in this
case we show a downward flow for consistency with the previous figure). To keep the
two flows separate, we can identify the label sets that are relevant for each flow. For
example, the labels for Supp! could be as follows: Supp1:Order{Clientl,Client2};Bill]
{Billl-1};Bill2{Bill1-2}. This means that Supp participates in three data flows, one for
ordering and two for billing, for each of its two possible clients. This starts to be
complex, but seems to be necessary for the secrecy of bills.

Suppl Supp2
{Bill1-1} {Bill2-1}

Supp3
{Bill3-1}

Retaill
{Bill1-1,Bill2-1,Bill3-1}

Clientl
{Bill1-1,Bill2-1,
Bill3-1}

Fig. 6. Partial billing flow in the e-commerce example
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7 Network Re-configurations

We must allow for data flow changes that can be requested by end users or adminis-
trators, entities which we see as external to our networks. These changes must be in
some way approved by authorities in charge of protecting security and privacy in the
system. Often one such change will motivate others in order to maintain useful data-
flows. In Fig. 1, suppose that there is a request by which Client! should be allowed to
subscribe to Retail 2, and the request is granted. Then Retail2{Client2, Client3, Client4}
becomes Retail2{Clientl,Client2,Client3,Client4}. Retail2 can no longer flow to Sup-
p4. So another authorization seems to be necessary for Supp4{Client2, Client3,Client4}
to become Supp4{Clientl,Client2,Client3,Client4}] and Supp4 or some conflict of
interests among clients may refuse this second change. Therefore, the requesting and
granting of authorizations cannot be purely local, it must be done with a global plan to
do all the other changes that may be necessary to return to a desired global flow.
A method to avoid such problems would be to deny authorizations unless it is possible
to grant at the same time all others that are necessary to maintain the required flow
structure. All such authorizations would have to be granted at the same time. The
mechanisms for these label changes will vary according to the nature of the system. In
almost every system there will be incompatibilities that cannot be violated, e.g. if two
clients are in conflict of interest, it must be impossible for each of them to hold secret
data from the other, or even for a third party to jointly hold their secret data. Label
changes that lead to such combinations must be refused.

From the point of view of access control theory, it is interesting to note that such
transformations are essentially the same that are implicit in classical mechanisms such
as ‘High water mark’ and ‘Chinese wall’. The former is the attribution of new
authorizations and the latter is the preclusion of certain combinations of authorizations
[20].

We leave entity disappappearance, removal of authorizations, declassification of
data, etc. to further research [12, 18]. In some cases, local repairs may be possible, and
at worst a global reorganization according to our method might be necessary.

8 Towards a Language for IoT Secrecy Requirements

Clearly, it is necessary to have a language for defining abstract entity types and allow
the creation of different topologies of instantiated entities, with different allowed
contents. We will in this section give an idea of how such a language could be
constructed, although it has the potential of becoming quite complex. For ease of use,
this language might have to provide for the definition of entities that are not devices or
‘things’ but can be instrumental in defining attributes of ‘things’, such as wards, nurses,
doctors, patients and clients, etc.
Essentially, the language must provide:

e primitives to define entity fypes with attributes, such as entity Ward, entity Supplier
etc. We will distinguish two types: types for real ‘things’ in the network, and they
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will prefixed by capital T, and types for logical concepts used to define the attributes
of the ‘things’. These will be prefixed by a capital L.

an operator to define New entities with given attributes, and one to Dismiss them
operators to Add or Remove attributes from entities

e primitives to define constraints for data flows; below we have simply a CH rela-
tionship as we will see.

In our hospital example, we could have the following types:

LType Patient(Patientld) (to define logical type Patient)

TType PressDetect(Detectld) (to define a device PressDetect with a DetectId)
TType PulseDetect(Detectld) (to define a PulseDetect)

LType Ward(WardId).

LType Nurse(Nurseld)

TType NurseWkstn(Wkstnld)

etc., and the following operators:

Assign (Detectld,Patientid) (to assign a detector to a patient)
Assign (Patientld, WardId) (to assign a patient to a ward)
Assign (Nurseld, WardId) (to assign a nurse to a ward)
Assign (Wkstnld,WardId) (to assign a workstation to a ward)
Etc.

We need also a number of CanHold definitions, which generalize the previously
introduced labels, such as the following one:

CH(Wkstnld, Detectld) if Assign(Patientld, Wardld(Wkstnld)) and Assign(Detectld,
Patientld)

The network construction can start as follows:

New Ward (Emerg). New Patient (Sam).

New NurseWkstn(Emerg Wkstn) Assign (Sam,Emerg)

New Nurse (Alice) New PressDetect(PRD0001)
Assign (Alice,Emerg). Assign (PRD0001, Sam)
Assign (EmergWkstn,Emerg) Etc.

Now, by the CH definition we know that EmergWkstn can hold the data in Sam’s
pulse detector PRD000! and so data can flow from the latter to the former. This
establishes a CF relationship, hence a channel. So we have created a network with two
physical devices and a channel, and the procedure presented in Sect. 4 can be executed,
although of course it won’t find anything to improve.

In some systems there can be many more CanFlow requirements than NoFlow
requirements, or many more CanNotHold requirements than CanHold. in fact the
negative requirements could be more obvious for the designer than the positive. One
could allow the designer to specify the negative requirements, and then the positive
ones could be found by complementing the negatives. Another possibility would be to
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allow the designer to specify both positive and negative requirements, but this would
require a system to detect and correct inconsistencies. We leave these issues for future
research.

9 Implementation Issues

The conventional way to enforce data flows is by enforcing access controls on the indi-
vidual channels. The literature on techniques available for this is extensive, and one
recent comprehensive paper with a good literature review is [16].

Tags allow deciding whether certain data can cross certain channels; they must
follow the data as they move in the network. Data tagging for access control and flow
control has been studied in the literature [1, 5, 18], as well as provenance tagging [17]
but they are not part of widely implemented access control methods, because these
consider tags only for subjects and data objects (such as databases). In order to
implement our method, data must be tagged in two ways: to determine what flow the
data belongs to (ordering, billing) and to determine the data’s provenance (Pressure
detector, Clientl ...).

It is likely that implementations of our method will require a combination of routing
and encryption. Routing will be based on the tags and then the question that comes up
is how to combine our method with IoT routing methods.

The Routing Protocol for Low-Power and Lossy Networks (RPL) is a protocol
defined by the Internet Engineering Task Force (IETF). It is one of the best-known
protocols for routing in the 10T [26], and it supports ad hoc configuration. RPL uses for
routing DODAGs (Destination-Oriented Directed Acyclic Graphs). DODAGs describe
efficient routes between the sink and other nodes for both collecting and distributing
data traffic. DODAGs are usually constructed on the basis of criteria of transmission
efficiency called OF (Objective Functions). New entities will autonomously find their
place in the network by using OFs. The ideas presented in this paper may lead to
research on methods for combining our own acyclic data flow digraphs with the
DODAGsS, thus including data flow constraints in RPL routing, hence possibly in
Objective Functions.

Encryption appears to be necessary to establish channels that go through nodes that
should not be able to read the data.

Clearly, implementation issues require further research.

10 Discussion

Although one of the basic requirements IoT is that the system topology should be very
dynamic and varied, at present and for the foreseeable future, the 10T is a vast col-
lection of customized subsystems, each with its own set of users, data sets and func-
tionalities, as well as data security requirements: e.g. hospital networks for hospitals,
home networks for homes, warehouse systems for companies, fleets for truck com-
panies, etc. Each subsystem will have its own specific organization and data flows. In
specific networks, entities are organized according to these structures, and new entities
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that enter a network must join pre-extisting structures. These structures of course can be
changed, but each change must be prepared by the re-evaluation of several aspects, in
our case of the data security aspects.

We have limited ourselves to a high-level view, based on entities that have a
functional meaning for the end-user. In reality, the IoT includes types of entities that we
have not considered, such as routers, gateways, etc. Our view could be extended to
such other entities: routers and gateways are also limited by the kinds of data that they
can hold. However if encrypted data is transmitted through an entity that cannot
decrypt it, then we cannot say that data cant flow to this second entity by effect of this
transmission. This transmission belongs to a lower logical layer.

Although we have concentrated ourselves on secrecy, we argue that our method
takes care simultaneously of the main aspects of the two data security properties of
secrecy and integrity. This is because each of these properties specifies what should be
the origin of the data each entity can hold, and this is what our labels specify. Con-
cerning availability, our method can only allow to conclude that certain data ‘can be
available’ to certain entities, but for them to be actually available the ‘possible’ data
transfers must be executed. In other words, our model does not guarantee that a system
will actually function, it can only guarantee conformity to data security requirements,
essentially that certain data can or cannot reach certain ‘things’.

11 Conclusions and Future Work

We have presented a method for configuring IoT networks in such a way as to comply
to logically specified security data flow constraints. The method is exact, in the sense
that it allows all and only specified data flows. It is also scalable, since it uses efficient
algorithms. It could be seen as a generalization of well-known Mandatory Access
Control methods. We have also proposed a language for specifying the constraints.

With respect to previous work, the approach that is most similar to ours is the one
of [12]. As mentioned, in this paper a distinction is made between subjects and objects
and labels are assigned to subjects and objects to define which objects subjects can read
or write. However in the IoT it may be impossible to distinguish between subjects and
objects, or between reading and writing (these distinctions are common in access
control, less common in the IoT). In addition, the labels in our method determine
directly what the data contents of each entity can be. Perhaps the approaches of our two
methods can be mutually transformed, but ours uses a more direct notation, based on
the possible data contents of the ‘things’, as specified by our logical expressions.

Surely, the solutions we have given for our two examples are not different from
those that could have been obtained by intuition, without using our method. We take
this fact as a confirmation that our method finds acceptable solutions, and would
continue to find them for examples of thousands of entities, possibly generated by
requirement languages such as the one we have sketched.

Based on our concepts, one can imagine graphic interfaces that would make it
possible to design IoT systems with secrecy requirements by manipulating on the
screen graphic representations such as the ones we have used. For scalability however,
abstraction mechanisms such as encapsulation will have to be devised. It is interesting
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to consider that the problem of removing unwanted communication paths in existing
networks is much more difficult than the problem of allowing only certain paths at the
design stage, in fact we have not been able to find any solution for the first problem.
This is because unwanted paths can be part of other paths that are wanted.
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Chapter 7
Implementation of a multi-level model using SDN in an IoT

environment

In this chapter, we will focus on the implementation of our method in the context of the Internet
of Things. We will use labels and Software-defined network in order to enforce the policies of

our model for secrecy and privacy requirements.

1. Introduction

The work presented in the previous chapters, as well as the study of the related research, has
led us to the conclusion that the use of labels is very important in data flow control for security.
As mentioned in chapter 6, we will draw inspiration from the work presented in Etalle et al.
[39] where a policy administration method for distributed systems in presented. In this model,
a function Tag is defined, this function maps subjects or objects to the set of tags assigned to
them. Furthermore, a security administrator can write logic-based authorization policies that
define access rights in terms of these tags.

Another interesting work is presented in Singh et al. [116].where entities and data are
labelled with two labels, one label for secrecy (S) and another one for integrity (I). For secrecy
requirements, security policies are defined in such a way, that data stream from the entities can
only flow into other entities labelled to receive such data.

This type of tagging can be used in the intended implementation of our method. However,
in our case we plan to tag data to determine what flow the data belongs to, since as we showed
in chapter 6, several flows can coexist in a system.

Once the tagging is done, we can propose our semantic for the Authorization Policies ac-
cording to the labels and CF relationships .

The literature describes five main IoT security requirements [97] : 1) RFID tag information
security; 2) Wireless communication security; 3) network security; 4) privacy and secrecy; 5)

information processing security.
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In our research, we have a special attention for secrecy and privacy requirements. It is very
important that in a network, only authorized entities can access the network’s data (secrecy).
It is also very important that certain data can be created or modified by authorized entities
only (integrity). With the spread of IoT’s utilization and the increasing numbers of connected
objects, huge amounts of data are generated. With the growing usage of IoT applications,
privacy concerns are raised, and the protection of those data becomes one of the most important
challenges.

Recent advances in computer networking have introduced a new technology for future com-
munications, the Software Defined Network (SDN). In this type of network, the control plane
and the data plane are separated, and the management of the network is centralized and done by
an SDN controller. This centralization allows a fast reaction to security threats, traffic filtering
and facilitates security policy deployment, as we shall see.

There is research in the literature that proposes secured SDN-based frameworks for the IoT
in order to improve security, we will cite those papers in section 3. However, the main concerns
of this research are the management and deployment of security policies, identity management,
and in some cases detection or prevention of intrusions. Little has been done in data privacy,
data flow control and enforcement of data flow policies as we intend to do in this work.

In this work, we propose a method to enforce and implement data flow policies using SDN for
the IoT environments. We chose to work on a centralized IoT architecture where all generated
data will be transferred and stored in cloud platforms and then accessed by users’ applications.
This access will be determined by our partial order model, where every network that intends to
implement secrecy and privacy is seen as a partial order of equivalence classes of entities that

shows how data flows in the network.

2. Software defined networks

SDN - Software-Defined Networking - has been very debated in the networking world recently.
It is an evolution of the classic network model into a network defined by application. So,
SDN is perceived today as a design that opens up the organization to applications. It has
been said that SDN is an emerging architecture that is dynamic, manageable, cost-effective, and

adaptable, making it ideal for today’s applications [43] . This architecture separates the network
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control (control plane) and forwarding functions (data plane) enabling the network control to
become directly programmable via applications. This programming is done via SDN controllers
instead of classical networking protocols. The network also become centrally managed. This
centralization allows the controller to maintain a global view of the network and controls it
through standards such as Open Flow, which is a protocol defined by the Open Networking
Foundation to transfer forwarding rules from the controllers into the network equipment. So, all
the forwarding rules and flow control rules are injected from the controller into the equipment
via Open Flow.

When we talk about SDN, we mainly talk about the solutions that allow network program-
ming. There are several ways to do such programming. One way is to individually program each
piece of equipment on the network. Each application interacts with the equipment via APIs. A
second way is via network virtualization. But the most common way and the one that we use
in our work is programming via a controller [81] . In this case, an application gives an abstract
and global order to a controller, which in turn translates this request into a series of orders to
the network equipment concerned. Many controllers exist for such a task, we will be back to
this point is our simulation results section.

An SDN-based network architecture divides the processes (configuration, resource allocation,
traffic prioritization, and traffic redirection in the underlying hardware) into three basic layers:
the application layer, the control layer (control plane), and the infrastructure layer (data plane).
Each of the layers has a well-defined boundary, and a specific role, and the use of the APIs [81]
is done to ensure communications between all these layers. The standard architecture of SDN

is illustrated in the following figure:
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Application layer
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Figure 18: Standard architecture of an SDN [5]

- The infrastructure layer or the data plane: a data plane is defined by a set of network
components, such as switches, routers, virtual devices, firewalls, etc. The purpose of a data
plane is to transmit network traffic, efficiently, based on a certain set of transmission rules
ordered by the control plane. Communication between the data plane and the control plane is
provided by southern interfaces called the Southbound API.

- Control layer or the control plane: the control plane is responsible for making decisions
about traffic through the network. The central component of a control plane is the SDN con-
troller. An SDN controller translates application requirements and business goals such as the
need to prioritize traffic (quality of service), access control (privilege), bandwidth management,
and more. Then, this information is communicated to the components of the data plane.

- Application layer or the application plane: the application plane contains network specific
programs and commercial software. An abstract view of the underlying network is presented to
applications via Northbound APIs. - South interfaces (Southbound API): the South interfaces
constitute a protocol between the SDN controller and the data plane such as OpenFlow [89]

They control transfer operations, event notifications, statistical reports and also advertise
network capabilities. Essentially, they allow a controller to define the behaviour of hardware on
the network.

- The Northbound APIs: the North interfaces represent an abstraction of network functions

with a programmable interface. In other words, they allow applications to consume network

83



Implementation of a multi-level model using SDN in an IoT environment

services, and dynamically change their behaviour. The architecture and North interfaces of SDN
controllers vary by vendors. Some vendors incorporate SDN controllers into their applications,
while others define North interfaces to facilitate the communication protocol between the con-
trollers and their own SDN services at the application layer.

In terms of security, SDN proposes some solutions to some security concerns especially for the
IoT. SDN can help control the network and leverage segmentation to mitigate potential network
intrusions. This means that by taking a cloud-based approach, enterprises can use SDN to

optimize, route, and automate IoT security and control data flow as we do in our approach.

3. Related work

Several papers mention access control in the IoT, for example Smriti et al. [118], and Xie et al.
[129]. However, with the recent emergence of SDN as a substitute for traditional networking
methods based on hardware [37] [127], many researchers lean to use this new concept to propose
new architectures that can suit better IoT networks. This shift is due to the fact that software
defined networks (SDN) respond better to the needs and challenges of these networks. Through
SDN, all the network elements will be programmable using a user interface, and all network
operations and elements will be implemented completely in software, which facilitates the control
over the network. All those properties make SDN an ideal answer to future networks challenges
such as the handling of enormous number of connected devices and the quick recovery from
different types of failures.

Many papers tend to propose new IoT architectures based on SDN for better handling of
the evolution of such networks. Mamdouh et al. [79] presents a new architecture for IoT
infrastructure based on network virtualization including SDN. Their SDN paradigm for the IoT
consists of three different planes. The data plane regroups all the IoT network elements as simply
forwarding devices. The control plane residing in the SDN controller and the management plane
are complementary planes to the latter and they are jointly responsible for the management and
control of network operations. This architecture provides better network sharing and can handle
big data input from IoT devices, as well it simplifies management tasks.

Yassein et al. [131] propose some solutions that combine SDN and IoT networks in order to

respond to the latter challenges. Hakiri et al. [49], Wu et al. [128], and Qin et al. [96] propose
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solutions based on SDN to handle and to manage large numbers of devices and to schedule the
flow of the data generated by those devices.

Other papers propose specific solutions that use SDNs to secure IoT networks. Flauzac et al.
[42], and Olivier et al. [88] first introduced the notion of multi-domain SDN. In [88] The network
is divided into multiple SDNs where for each SDN, we have an SDN controller as a cluster
head. Then the securization of domains will be the task of the controller that authenticates
the network devices and then pushes the appropriate flow to the switch software. Finally, to
ensure security of the whole network, security policies are shared among other domain controllers
using the concept of security grid. However the authors do not provide any implementation or
performance analysis for their architecture.

These papers were followed by the work of [47], where Gonzalez et al. suggested DISFIRE,
a Smart Firewall to provide a safe structure for SDN networks. The network is divided into
clusters with an SDN controller in each cluster. These clusters execute a safety strategy. For
this objective, they used a protocol named OpFlex as an alternative to OpenFlow. The SDN
controller can then execute a firewall that can cancel any unauthorized devices.

Aggarwal et al. [7] proposes a solution to secure IoT devices against external attacks instead
of the data flow security that we implement. The method uses the implementation SDN &
Edge Computing and the security of the devices depends on the way they are connected to the
Internet.

Karmakar et al. [63] propose a security architecture for IoT networks using SDN features.
This solution is divided in two phases. First, the devices are authenticated to the SDN controller
using a lightweight protocol based on Elliptic Curve Cryptosystem (ECC), and then using a
policy based Security Application (PbSA). Security policies are enforced by the SDN controller.
To enforce such security policies, each device of the network is assigned a number of attributes.
Then, predefined security expressions will use those attributes to determine the behaviour of
the switches of the network.

Prabhakar et al. [95] presented an SDN framework for securing IoT networks against external
attacks principally against anti-distributed denial-of-service attack (DDoS). This paper presents
some design that incorporates the cloud and fog to prove the capabilities of SDN in monitoring

dynamic policy enforcement, access control at run time. Finally, they simulate DDoS attacks
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to show the capability of their solution to detect and mitigate such attacks.

Sahoo et al. [102] propose a safe architecture for IoT network using multiple domain SDN.
The authors identify five mainly safety features to consider when building a strong security
model. These features are: authentication, particularity, impartiality, availability and non-
denial.

Papers [35,50] propose secured solution for cloud-based IoT. Djouani et al. [35] They use
the same domains architecture presented in other works [42, 88] , but with the addition of the
encryption of the data by the devices before they send them through the network. Han et al.[50]
the authors developed a three-layer framework (perception layer, software-defined network layer,
and cloud-based application layer) that integrate SDN and Cloud-IoT. The developed framework
consists of 23 indicators for security features, those indicators are scattered in each layer meaning
that each layer has its own indicators. Each one of those indicators was given a weight based
on online interviews with researchers alongside with three weighting methods. Finally, those
indicators are mapped into CloudIoT platforms such as Google Brillo and Microsoft Azure IoT
to get an overall end-to-end security framework.

Flauzac et al. [42] presents a secured SDN framework for the IoT. In this paper, an IoT
device is seen as a combination of legacy interfaces and SDN controllers. They do not use a
centralized SDN controller, but a few devices will have SDN capabilities and will act like SDN
controllers. In addition, those controllers alongside border controllers will distribute routing
and security rules. The main critique of such solutions is the use of IoT devices to play the
role of controllers, given the limited resources that the devices have. Such additional chargers
of treatment and control can be an issue.

As we have seen, the vast majority of these papers tackle security factors such as exchange
and deployment of security policies within the network in the case of SDN domains, intrusion
detection, security against external attacks, and especially certification. Some of the proposed
security solutions use cryptographic algorithms that may require non-trivial computational re-
sources. Considering that most IoT devices are associated with low energy and limited comput-
ing resources, such solutions may be impossible to implement with the application of traditional
cryptographic mechanisms.

It should be clear that none of these papers presents a data flow control method comparable
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to the one presented here.

The closest work to ours, since it deals with data flow control and privacy concerns, is Al-Haj
et al. [8]. This paper presents a solution to enforce security policies to control the routing
configuration in database-defined networks. To achieve this, they use row-level security checks
and the lattice model alongside the RAVEL architecture [126]. The following figure shows the

general architecture of the solution.
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Figure 19: The solution proposed in [126]

Their solution consists of constructing routing tables by using the lattice-based model [31],
encoding the tables in the database-defined network architecture RAVEL [126] and enforcing
multi-level security policies using row-level security as an enforcement mechanism. The authors
deal separately with secrecy and integrity. To enforce upward flow of data, the authors propose
to define the flow path in the CF (Can Flow) table. This path consists of sequences of nodes
that data can flow into. Once a path is defined, each node in this path starting from the first
one will be given a security label. Finally, a security policy is defined in respect to a multi-level
model, which states that data can only flow upward from a security level into a higher one. The
enforcement of downward data flow for integrity is dual.

Our work very considerably generalizes the work done in this paper. Instead of using the
lattice model, we use the much more general partial order model. Further, we treat secrecy

and integrity aspects with a single mechanism. Important aspects that we handle but that
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they do not consider at all are the idea of different data flows in a single network and network
transformation. One useful idea of theirs that we leave to further research is the use of a database

approach to represent data flow policies.

4. Our Implementation method
4.1 Architecture

As we said in the introduction, we choose to work on a centralized IoT architecture. Many papers
in the literature propose centralized architectures such as Christos et al. [27], Hany et al. [51],
and Roy et al. [98]. Centralization might seem to be inconsistent with the decentralized nature
of the IoT. However, our efficient centralized algorithms can reconfigure networks dynamically as
necessary. They don’t seem to be excessively constraining in closed systems such as hospitals,
industrial plants, smart homes, and the like. It can be questioned at this point whether a
decentralized data security architecture is at all possible, and we conjecture that any that could
be found wouldn’t be able to implement exactly our partial order model.

With the rapid development of processing and storage technologies and the success of the
Internet, computing resources have become cheaper, more powerful and more available than
ever before. This technological trend has enabled the realization of a new computing model
called cloud computing, in which resources are provided as general utilities that can be leased
and released by users through the Internet in an on-demand fashion [11]. In other words, cloud
computing is a computing platform that resides in a large data centre and is able to dynamically
provide servers with the ability to address a wide range of needs, from scientific research to e-
commerce, etc.

The cloud offers many services to the users such as SaaS, PaaS and IaaS [34]. In our imple-
mentation method, we only call on the storage service using cloud servers. The storage service
is considered to be an TaaS service since it requires an infrastructure that has the capability to
provide the consumer storage resources.

There are many benefits in the use of the cloud storing service such as
e For data security, the cloud offers many advanced features to ensure the secure handling

and the storage of data. Cloud storage providers provide baseline protection for their platforms
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and the data they process, such as authentication, access control and encryption. In addition,
most user organizations complement these protection mechanisms with their own added security
measures to enhance cloud data protection.

e Usability, accessibility, and availability: most cloud services come with easy-to-use down-
loadable interfaces. These are usually simple and can be easily uploaded without expert knowl-
edge.

e Storing away organizations or user information in a cloud server can secure it against
unintentional loss (e.g. due to fires, floods, or seismic tremors). Data backups are automated
and usually take place daily. So, users can retrieve their data in case of an emergency.

e Cloud storage can also be scaled to meet the company’s changing priorities and ongoing
growth. As a business grows, users can scale their cloud service plans to include more storage
and even get their own private storage servers. An important aspect of cloud storing is that is
collaboration oriented. Users with permissions and connected devices can access the same data
stored in the cloud, like in our case, users in the same class can access the same data. With
these benefits, come some drawbacks to using cloud storage, such as

- Internet dependency: without the internet, data in cloud storage become inaccessible
. If there is an internet failure, it might corrupt the data which you were downloading.

- Costs : most of the best cloud services are expensive. If you go for a less expensive
plan, you might have to compromise with some of the features.
In the cloud, a data container and a server can be two distinct entities interconnected via the
network. For simplification, we choose to represent them as a single entity. This approach
can significantly automate and facilitate network management especially for security, where the
management of network security is done by trusted centralized entities.

In centralized IoT systems, all devices are connected through cloud servers and communi-
cation between different devices must be achieved through centralized servers. The centralized
TIoT architecture consists of three main layers: Sensing layer, networking layer and application

layer.
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Figure 20: Centralized IoT arrchitecture

The sensing layer consists of different types of sensors, RFIDs and other collecting devices.
This layer collects all data about the environment and sends them to the cloud servers via
centralized gateways. Figure 20 shows this architecture in general terms, Fig. 21 shows it in
the way that it will be used in this thesis, and Fig. 22 shows the architecture of Fig. 21 using

the graphic notation to be used later in this chapter.
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The networking layer is used to connect all the IoT objects to the Internet, it also contains
all the servers used to store the data collected from the sensing layer. Several communication
technologies and protocols are used in this layer such as 3G/4G/5G, Zigbee, Bluetooth, Wi-Fi
to transport data from the sensing layer to the application layer on one hand, and inside the
networking layer between the servers, on the other hand. In our case, we chose to work with
Wi-Fi since with this technology every entity or object in the system will have an IP address

that identifies it.
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Figure 22: Implementation architecture used in this chapter.

The application layer involves various IoT applications that can use the data collected by
sensors such as in healthcare system, smart cities, etc.

We assume that there are bidirectional communication channels between all types of con-
nected objects (sensors, servers, workstations... and between networking and application layers,
inside the networking layer). These channels will have to be used in a particular way to imple-
ment our method. Some of the concepts used in our architecture are

e Connecting servers in the cloud using cloud routers allows us to create communication
channels between different servers in the cloud. Routers are centralized entities that all the
servers are connected to. We can find this architecture in [6].

e Server to server communication: since servers are connected using the cloud router, data
can flow from a server into another server. We can do this using Websocket connection between

servers so either side can send data to the other.
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e Server to client communication: normally in a network, we have a client to server com-

munication, where the client sends a request to the server and the latter grants the request.
However, in our case, we can have a server to client communication. This can be done just like
the server-to-server communication using socket.io which is a library that enables bidirectional
communication between web clients and servers.
Once our architecture is done, we introduce the concept of SDN, which we will show capable
of implementing our partial order model. By separating the control plane from the data plane
or the forwarding plane, SDN allows central management of the network. It becomes easy to
define security policies for networks with the software-controlled nature of SDN networks. In
our implementation, we will use the classical Openflow protocol for the connection between the
data plane and the control plane through the southern API. The controller will have two routers
to take care of, the first one is the cloud router, which interconnects the servers of the cloud,
and the second is the router that connects the cloud layer or the networking layer with the
application layer. We will not program the device to connect the sensing layer with the cloud
layer (we can use a simple access point), since this device is mainly charged with forwarding the
collected data to the cloud router without control since the latter will be doing control.

We chose to work with a single controller for our architecture, this controller will be in charge
of all the forwarding planes (routers) in our architecture. Many works in the literature used a
single controller for wide area SDN. In El-Garoui et al. [38] and Dias et al. [33], authors use the
same controller as us (Ryu controller) to control multiple routers in their wide area SDN. For
this to be done, we must assume that we work with a more classical cloud architecture, where
we have only one data centre that stores data in one site. In the case of distributed cloud, other
types of controllers must be used such as hierarchical of flat controllers. However, this is out of

our scope in this work. The following figure present our final architecture.
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Figure 23: Final architecture of our implementation.

Our method starts by following the principles stated in Chapters 4,5, and 6 and is sum-
marized in Figure 24, see also the following case study. We start with a network representing
an application layer architecture of directly connected application entities. The first step is
to determine the partial order of equivalence classes of entities in this network and to assign
labels to the entities. Essentially, this step identifies all the sets of application entities that are
connected with each other in such a way that data can flow from any of them to any other and
collapses each such set into an equivalence class. What is left is a partial order of equivalence
classes with sink and source elements. A straightforward algorithm assigns to each application
entity a label which is a set of categories and which defines the position of the entity in the
partial order, while at the same time defining the provenance of the data that can end up in the
entity. The initial network will not be in the form of the centralized cloud-based architecture
of Fig. 20, since application entities will be shown as communicating directly and not through
the cloud. So the next step is to create the Cloud infrastructure. This will be done by assigning
at least one server or storage entity as they may be called henceforth, to each equivalence class
that doesn’t already have one. The label of these new entities will be the same as the other
entities in its equivalence class, hence the partial order of equivalence classes will be the same,

with storage entities added to each equivalence class. The collection of these storage entities
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form the cloud and implement the Networking Layer of the IoT. The storage entities are logi-
cally separated in various equivalence classes, but physically they can be anywhere, e.g. close
to the site of the applications in their equivalence class, or centralized together in a computing
centre, etc. So although we often mention in this chapter that our networks are ‘centralized’,
this means centralized control and doesn’t imply physical centralization. The inclusion of the
storage entities and the use of a cloud architecture is new with respect to the method described
in Stambouli and Logrippo [120,77].

Once the partial order obtained, we use it to create what we call a labeling table. This table
shows what are the labels of the various entities and it is a representation of the partial order
in a data structure that will be implemented in the controller. This will be shown in the next
section. Alongside the labeling table, we will implement our data flow control policies. The
controller will use them both to provide the routers with the adequate forwarding table used to
monitor traffic on the network. This forwarding table will implement our secrecy and privacy

requirements.
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Figure 24: Summary of our method

4.2 The labeling table

In order for routers to control data flows, they must have forwarding tables. These tables will
be provided by the SDN controllers. In our method, to obtain forwarding tables we must im-
plement a Labeling table into the controller. These tables are directly derived from the labels
of the entities, described in Chapter 6.A labeling table is a two-column table that indicates
for each entity of the network, depending on the labels, which are the entities that the latter
can receive data from. A labeling table can be seen as a representation of the partial order of
the system. Thus, if we have an entity at a certain level of a partial order that flows into an
entity at a higher level, the label of the first entity is included in the label of the higher-level en-

tity. The first entity will be present in the column Holds of the second entity in the labeling table.
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Thus, the labeling table can be constructed by the following rule:
If label (A) C label (B) then A € LabelingTable. Holds (B)

Where LabelingTable. Holds(B) is a list that represents the set label(B).
In order to identify the different entities of a network, we will use their IP addresses (IPAD):
since we choose to use Wi-Fi communications, every entity has a unique IP address. So for

example, if an entity B can hold an entity A, we will have the following labeling table:

’ Entity \ Holds ‘
’ IPAD (B) \ IPAD (A) ‘

Table 3: Labeling table structure

The labeling table will be different from a router to another, for each router we will implement
a labeling table that only incorporates the entities that are connected to this router. If a packet
arrives to a router and the entity cannot be found connected to this router, the router will
automatically forward this packet to next router in the architecture. This will prevent an

overload of routers and will provide a better processing time.

4.3 Data flow control policy enforcement

Once the labeling tables implemented, we will implement our data flow policy that states the

following:
CF (A, B) if and only IPAD (A) € Labeling table.Holds (IPAD (B))

Which translates the rule of Chapter 6 CF (A, B) iff Label(A) C label (B).
Now using this policy and the labeling table, the router can decide if a received packet should
be forwarded or dropped. An IPv4 and IPv6 packets have source and destination headers, with
these two headers a mapping with the labeling table can be done to test if the policy is satisfied
and this will determine if the packet should be dropped or forwarded.

The labeling tables will be used by the controller to construct the forwarding table and
deploy it to the routers. It is this forwarding table that will be used to control the flow in
the network. The forwarding tables consist of flow entries. Of the several columns they may

have, we take into consideration only the columns Match Rules and Action. Using the labeling
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table, the controller will determine the match rules and the action for each flow entry in the
forwarding table. In this case, for example, if in the holding table IPAD(A) holds IPAD(B)
then the controller will create a flow entry using the IPAD source (IP src) and IPAD destination
(IP dst) as match rules and define the forward action for such a flow since it is an authorized
flow. When a packet arrives to the router, the latter will compare the IPAD destination and
IPAD source in the packet headers with the match rules of the entries in the forwarding table.
If there is a correspondence with any entry, the router will perform the matching action to this
entry. Otherwise, the packet will be dropped. In our case, since we use the labeling tables to
create the forwarding tables, all the flow entries will have the action forward. So, if there is any
correspondence between the packet headers and the match rules of the entry, the packet will be
forwarded to the destination. Otherwise, the packet will be dropped.

To simplify our presentation, we consider that we deal with small to medium size systems that
can be implemented by using a single router in each layer. However, if the size of the network
gets bigger and exceeds the connectivity capacity of one router, we can add other routers and
divide the communication in a layer between those routers. In the network community, it is
said that average routers in use today can have a maximum of 250 users connected to them [2].
However, we can increase this number by connecting routers between them sequentially. The
only condition to maintain in this case is that we need to connect the routers between in the two
directions. In this case we can cascade the routers. Many modern routers adapt automatically
if a port is connected to another router. In our case we only show the two endpoints routers,
the cloud router and router 2. There can be a number of routers between them that will
transport the data flow using the internet. To simplify the description our architecture and
implementation, we only took in consideration the two important routers in the series. Each
router will have its proper labeling table depending on the entities that it connects.

We summarize our implementation method as follows. The sensing layer will collect data
and send them through access points to the cloud router. Once data reaches the cloud router,
this will decide if the packet should be dropped or forwarded. If the destination IPAD present
in the packet header is for an entity that is connected to the cloud router but the flow is not
connected to the cloud router, the latter will automatically send the packet to the next router

that will do the same processing. This method will assure that only authorized entities will
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have access to the data. The partial order of equivalence classes, which is essential for data
privacy and secrecy, will then be implemented. Controllers formulate the policies for the routers

in device-specific languages. In our simulations, the labeling tables were coded in Python.

5. Case study

As a case study we consider the following system, a hospital system whose configuration is shown

in Figure 6. A similar system was proposed in [77], but it is refined here.
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Figure 25: Hospital example

There are three sensors, one for the blood pressure of Sam, one for the pulse of Bob, and one
for the pulse of Sally. They all feed data to the Reanimation workstation. There are two wards
in the hospital, each with a nurse and a doctor, with their workstations. Sam and Bob belong
to the first ward, while Sally belongs to the second. The sensors of each patient feed into the
workstation of doctors and nurses in their wards. In the end, all data feed into the workstation
of the Chief of Medicine,

The security policies to be implemented are
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e The sensors should have highest integrity but also low secrecy, since their data are needed
by all other entities.

e The Chief of Medicine Department should have the lowest integrity, since it uses data
collected from all other entities, but also the highest secrecy, since it contains highly sensitive
data.

e Wards and the Reanimation workstation take data from the sensors, process them and
forward the results to the Chief of Medicine, thus should have intermediate levels of integrity
and secrecy.

e Conflicts: a) Patient data should be known only in the patients’ treating team, but also
in the Reanimation and the Chief of Medicine departments that can have knowledge of all such
data. In addition,

b) Each treating team keeps its own statistics that should be known only to it and
to the Chief of Medicine.

There are nine application entities in this system. Each entity has a label, specifying the
data categories it can know. There is an arrow between an entity and another iff the label of
the first entity is included in the one of the second. It can be checked that the policies above
are implemented by the choice of label sets. For example, Nursel can know only the blood
pressure of Sam, the pulse of Bob, and its team statistics. This configuration implements a
partial order of equivalence classes. Note the equivalence classes {A,C} and {B,D}, since the
entities in these equivalence classes have symmetric channels and thus can know the same data.
Using double-sided rectangles for equivalence classes, the partial order of equivalence classes for
the system of Fig. 25 is shown in Fig. 26. Note that in order to simplify the diagrams we show
them transitively reduced. For example, a direct flow from H to K is allowed, and it will be in

our SDN implementation.
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Figure 26: Partial order of equivalence classes for the example of Fig. 25

This configuration highlights the data flow relationships between the basic entities of the
system. The sets associated with entities are their labels, which denote their possible contents,
and the set inclusion relationships are the data flow relationships. This configuration will im-
plement a partial order of equivalence classes that is essential for privacy and secrecy. Note that
we have not shown in this configuration any servers or databases.

We will use our implementation method for this very simple, but realistic example. We
implement the general architecture shown in Fig. 22 by using databases, access points and
routers. First of all, we introduce the databases located in the cloud to store the data generated
by the sensors. The databases are grouped in the cloud with a cloud router that interconnects
them. The sensors are connected to access points that transfer their data to first-level cloud
routers. These cloud routers forward the data to the databases. Finally, second-level routers
are configured to connect the user endpoints to the first level of cloud routers. These last
routers allow users to access the data stored in the cloud databases. Our final implementation
architecture is shown in Figure 29.

In order to implement our case study in this context, some changes have to be done compared
to the initial configuration shown in Figure 25. Some entities are added since the centralized

aspects of our method forbid any flows between entities without passing through the central
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layer of the cloud. Storage entities (ex: databases, servers...) will be added to the cloud, for
each user entity, an equivalent storage entity will be associated with it. This storage entity will
have the same label as its equivalent user entities to allow data flow between them. So, we have
added for example an entity G’ that allows the Reanimation Wkstn to access the data from the
sensors as is in the initial configuration. As we deal with a centralized system, it is essential that
every entity have a bidirectional connection with a storage entity that is present in the cloud.
However, we do not need to add a personal storage entity for every entity in the system. Some
entities may share a single storage entity. We only need a database for each equivalence class.
Also an entity is allowed to access only the database or databases in its equivalence class. The
steps of adding the different databases can be found in the algorithm presented in section 5 of
this chapter.

Also, in our implementation, we delete any entity to entity connections that are not transiting
by a database. However, this does not change the connectivity of the system, since the required
data flows can still be obtained by transitivity. The centralized architecture is presented in
figure 27.

We can observe that figure 27 is almost the same as figure 25, the difference being that some
storage entities have been added and some flows have been removed in order to eliminate any
communications that do not respect the centralized aspect of our system. The partial order of

Figure 27 is shown in Figure 28.
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Figure 27: IoT configuration for our case study
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Figure 28: Partial order for the IoT configuration

By adding the required routers, we obtain the configuration shown in Fig. 29. Note that all
the storage entities are connected to the cloud router, the application entities are connected to

Router 2, while the sensors are connected to an access point, which in its own turn is connected
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to the cloud router, just as in Fig. 22.
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Figure 29: The physical topology for the case study

As we said in the previous section, to ensure the required flows and only them, we must
configure our routers; we do this by adding labeling tables to the routers. In our example, the

labeling table of the cloud router will have entries only for the entities connected to it and will

be as follows:

[ Entity | Holds |
IPAD (B’) IPAD (J), IPAD (B), IPAD (D), IPAD (B’)
IPAD (A’) | IPAD (H), IPAD (I), IPAD (A), IPAD (C), IPAD (A)

)

IPAD All

(A7)
IPAD (G°) | IPAD (I), IPAD (J), IPAD (H), IPAD (G), IPAD (G)
(K")

Table 4: Labeling table of the cloud router

So, for example, for data sent from the sensor that detects SallyPulse (J), this data will

arrive at the cloud router through the access point. The router will then check the labeling
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’ Entity \ Holds ‘
IPAD (H) | IPAD (H)
IPAD (I) | IPAD (I)
IPAD (J) | IPAD (J)

Table 6: Labeling table of the sensors.

table and will verify which row satisfies the data flow policy. In this case, entities G,B are the
ones that are allowed to receive this data so the router will forward data to these entities and
drop the data for the other entities.

If the destination is not found in any row of the first router, the latter will automatically

send the data to the second router, in our case the second router will have the following labeling

table:
’ Entity ‘ Holds ‘

IPAD (D) IPAD (J), IPAD (B), IPAD (D), IPAD (B’)

IPAD (B) IPAD (J), IPAD (B), IPAD (D), IPAD (B’)

IPAD (G) | IPAD (I), IPAD (J), IPAD (H), IPAD (G), IPAD (@)
IPAD (C) | IPAD (H), IPAD (I), IPAD (A), IPAD (C), IPAD (A’)
IPAD (A) | IPAD (H), IPAD (I), IPAD (A), IPAD (C), IPAD (A’)
IPAD (K) All

Table 5: Labeling table of the router 2

For the sensors, each sensor can only have itself as label. The labeling table of the sensors
is shown in Table 6.

In this table, for each entity, we have restricted their labeling to their equivalent databases.
This is because in our system no direct device to device communication is allowed, all the
data transfer must pass though the central layer. However, we allow database-to-database
communication in the same layer in order to permit data flows into higher levels.

Once the data reaches the second router, the same treatment is done, we check which row
verifies the policy, we process data to that entity and we drop the rest.

Once connections are made, we can see that our implementation method produces the same
configuration as the initial one, which means that the same partial order of equivalence classes
has been obtained in the implementation.

At first sight, the final configuration of Fig. 29 seems to have no relation with the partial

order of equivalence classes we started from, the only similarity being in the fact that the
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detectors are at the bottom layer of both. However, by the contents of the labeling tables, the
data flows between entities are the same. This means that the initially given policies of secrecy
and integrity, as well as conflicts, are properly implemented.

Note that, although simple, this case study can be scaled up by introducing many more
sensors, many more wards, many more workstations, etc. In order to make this possible, the
entities would have to be parameterized or indexed, such as PulseDetectl, PulseDetect2, etc.
The method of data flow control and its SDN implementation will remain the same, but the

diagrams would be too large to fit in the pages.

6. Implementation algorithm

To summarize our implementation method, we propose Algorithm 2 that highlights how we go
from the initial system architecture that can be considered as a logical topology into an actual
physical one that can be configured and implemented in a real context.

This algorithm takes as input an established logical architecture in the form of a partial order
of equivalence classes. However, we can transform this algorithm into an incremental algorithm
where we start from an empty network and build our physical architecture, obtaining a partial
order from it afterwards.

Then we will transform Algorithm 2 into another algorithm that will allow to add entities
as the system evolves.. For each added entity, we must verify its type (sensor, database or
workstation). This verification will allow us to determine to which router we should connect the

entity. This will be Algorithm 3.

7. Logical architecture and physical architecture

When we mention the logical architecture, we always refer to the partial order of equivalent
classes. In this architecture the level of an entity is very important. Entities at the lowest
level are considered to be the least secret ones, and every time the level of an entity climbs its
secrecy-level increases until we reach the top level considered the most secret one in the system.
However, this concept does not apply to the physical architecture. The layers of the physical

architecture are not related to secrecy levels in any way. An entity in the application layer that
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Algorithm 2 Implementation algorithm

Input: Logical topology (graph that describes the data flow among entities, see Fig. 25)
Output: Physical topology (topology that shows how the system can be configured in a real

NN NN NN = R e e e e

27:
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41:

context, see Fig. 28)

for all the workstations of the network do
Create an equivalent storage entity
end for
for all entities E in the Input do
for all F that are not sensors do
if F does not have a bidirectional connection with any storage entity then
add a bidirectional connection between E and it equivalent stroge entity
end if
end for
for all sensors do
remove all connections between the sensors and entity E
add a connection from the sensor into storage entity equivalent to £
end for
save the new topology as Input
for all entities X in the Input do
add the same entity X in the Output
end for
for all the entities X in the Output do
if entity X is a sensor then
Place X in the sensing layer
else
if entity X is a storage device then
Place X in the cloud
end if
Place X in the application layer
end if
end for
end for
create a cloud router R1 and a router R2 and an access point AP
add a connection from the access point AP into the cloud router R1
add a bidirectional connection between all the remaining routers (R1 and R2)

for all the entities C' in the cloud do
add a bidirectional connection between C and a cloud router R1
end for
for all the entities A in the application layer do
add a bidirectional connection from A to a router R2
end for
for all the entities B in the sensing layer do
add a connection from B to the access point AP
end for
Return Output
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Algorithm 3 Incremental Implementation algorithm

Input: none

Output: Physical topology (topology that shows how the system can be configured in incre-
mental context)

1: create a cloud router R1 and a router R2 and an access point AP

2: add a connection from the access point AP into the cloud router R1
3: add a bidirectional connection between all the remaining routers (R1 and R2)
4: for each added entity F do

5: if F is a sensor then

6 add a connection from F to AP

7 else

8 if E is a storage entity (database) then

9 add a bidirectional connection between F and R1

10: else

11: add a bidirectional connection between E and R2

12: end if

13: end if

14: end for

15: Return Output

is in the top layer cannot be considered to be the most secret one. However there is a relation in
the sensing layer. In fact, entities in the sensing layer in the physical architecture will always be
present at the bottom level of the logical architecture; hence they will be the least secret ones
in the system. To illustrate this, let us take our previous hospital example, we denote our three
physical layers 1, 2 and 3 respectively. The secrecy levels of logical architecture will be denoted
S1, §2 and S8 with S8 considered to be the most secret one. Table 7 gives a mapping between

the positions of the entities in both the physical and logical architectures.
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Figure 30: Levels on both physical and logical topologies

As we can see in the following table, except for the sensing layer, there is no correspondence

between the physical layer and the secrecy level of the entities.

’ Entity \ Secrecy level \ Physical layer

52 3
S2
52
52
52
S3
S1
S1
S1
A 52
B’ 52
G’ S2
K’ S3

T | —| R QO Q| 3| =

DN DO DO DO =] = =] Qo Lof Lo| Wo| W

Table 7: Position of entities in both physical and logical topologies

8. Creating, removing and moving entities

In real contexts, networks are not static but dynamic. Transformations in networks can occur

for many reasons, in many cases due to the intervention of the system administrator. Other

109



Implementation of a multi-level model using SDN in an IoT environment

changes can occur by effect of policies. Particularly important are policies described in terms
of time, for example in many systems there are policies that say that before or after a certain
time, certain entities change their authorizations, or disappear altogether. We consider three
types of transformations, for each type, we will show what are the changes that can occur in
the implementation of the method. Meaning that we only concentrate on the changes that will
occur on the physical topology. The changes in the logical topology and the partial order will
be discussed briefly:

- Removing an entity:This will change the partial order, hence the labeling table, and also
changes the physical configuration, since the removed entity will not be included in the new
physical configuration. If the removed entity is associated with a storage entity and they form a
component by themselves, the equivalent storage entity will also be removed from the physical
configuration.

- Adding an entity:adding entities may lead to local or global changes in both the order
relationships and the physical architecture. It can lead to adding databases alongside with
adding new connections.

- Changing the level of an entity:this is equivalent to removing the entity and then adding
it to new locations. This can lead to major changes in the order relationship; however, since
there is no real connection between secrecy levels and positions in the physical architecture, the
changes are barely noticeable on the physical architecture. Such changes are manly done on the
labeling tables of the routers. The entity will still remain in its place the physical architecture.

In principle, any such operation may have global consequences and so after each transforma-
tion of the network, we would recalculate its new partial order, by using one of the mentioned
efficient general-purpose algorithms for finding the partial order of components [76] . This will
lead to recalculation of the labeling tables and the forward-ing tables. If appropriate, the size of
the tables may be reduced by the application of algorithms such as transitive reduction of the
network. Our discussion of transformations could end here. However, the following sections will
help understand several cases that may not always require global recalculations. It should be
considered that each network will have different update needs. For example, some networks may
have very frequent label changes, but much less frequent additions or removal: in this case, the

algorithms and data structures will have to be optimized for performing quick label changes,
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and it may not matter if they perform less well for the other operations. Adding backward
links in the label tables will help speed up certain searches, but will also increase the amount
of memory required for the tables, so such decisions should be left to the de-signers of specific
systems. There are in the literature many data structures and algorithms for optimizing the

basic methods we propose below, and we leave this to further research.

8.1 Adding new entities

We can say that the importance of changes that the system will undergo depends on the type
of the entities that we add to it. Some added entities will barely affect the system. We can

differentiate three types of entities that can be added; sensors, workstation, and storage entities.

8.1.1 Adding a sensor If it is decided to add a new sensor to the system, this will lead to
no changes in the physical configuration besides the appearance of this new entity. A line must
be added in the labeling table for the new entity. Further, the label of the new entity must be
compared with the labels of the entities already in the network, to add its IPAD to the Hold
columns of the entities whose labels include the label of the new entity. The forwarding tables

must be updated accordingly.

8.1.2 Adding a storage entity (Database): If it is decided to add a new storage entity
into the cloud layer, this new entity will have to belong to one of the already existing equivalence
classes, which already must have at least one storage entity (otherwise the new storage entity will
be disconnected from all application entities). It is sufficient in this case to add a bidirectional
channel between the new entity and any storage entity of its class, although in practice other

connections may be called for.

8.1.3 Adding a workstation:  Adding a new application entity such as a workstation will be
more challenging. With the centralized aspect of our system, all data must go through a storage
entity before being acceded by a workstation. In this case, two main scenarios arise, according
to whether the new entity will belong to an existing equivalence class or whether instead it will

be in a new equivalence class.
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A) The first case is easily treated. The new entity will access the same data entities as
the other entities of its class. An example of this will be the following, let us suppose that, in
our example, we want to add a new entity SpecialistDoc Wkstn named L, this specialist can be
consulted by doctor 2 in the case of an emergency, meaning that the entity SpecialistDoc Wkstn
will access the data of doc2Wkstn through the existing storage entity named Ward2DB. The
changes that both topologies will endure are the following: the new entity will be added to the
application layer of the physical configuration, and it is sufficient to add a bidirectional channel
between the new entity and any storage entity of its class, although in practice other connections
may be called for.

B) The second case is the case of the addition of an application entity that creates a new
equivalence class which is not isolated in the network. In this scenario, as we know, we must add
a corresponding necessary storage entity with this new entity. The new application entity will
be added to the application layer, while its corresponding storage entity will be added to the
cloud layer. Both entities will have the same label, a new one. Their label must be compared
with the labels of the existing entities. Data flows must be created:

e From the entities whose labels are included in the label of the new entities to the new
entities

e From the new entities to entities whose labels include the labels of the new entities. The
exact configuration of the channels to create these new flows can be determined either auto-
matically or by intervention of an administrator. Corresponding updates must be done in the
labeling and routing tables.

To illustrate this second scenario, we consider the following example. Let us say that we have
the partial order presented in figure 30 (a), its physical topology is shown in figure 30 (b) and
the labeling tables contained in the routers are shown in figure 30 (c). Note that entities A and
B are considered as sensors, entities D’, C” and E’ are storage entities (databases) and the rest

are workstations.
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Figure 31: (a). Partial order of the example. (b). Its corresponding physical architecture. (c).
The labeling table of the two routers

Now, we add a new independent entity F into the application layer. As we said above, this
will lead to the addition of a database associated with the new entity, we call this F’ . This new
entity will receive data form the sensor A. We can see in figure 31 , that this addition will also
affect the labeling tables, some lines are added to the tables in order to include the new entities

and the new connections.
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On the partial order side, we see that the main change is the addition of a new equivalence
class that contains the new entity and its corresponding database, however, no other changes

have occurred in the rest of the existing equivalence classes. All the changes are highlighted in
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Figure 32: (a).

The new partial order of the example. (b).

architecture. (c). The new labeling table of the two routers
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In order to summarize the entity addition updates, we present Algorithm 4:

Algorithm 4 Entity addition

Input: Initial physical topology
Output: Updated physical topology

1
2
3:
4

10:

11:
12:
13:
14:
15:
16:

17:

18:
19:
20:
21:
22:
23:
24:
25:
26:

: if the entity E to add is a sensor then (1)

add entity F
add connection between entity £ and the Access point
add TPAD(E) into the labeling tables of all the routers for the entities that F can flow
to according to labels
else
if E is a storage entity (database) then (2)
add entity F
add connection between entity E and the cloud router
add a line in the cloud routers labeling table that contains the new entity £ and the
entities that it can hold according to labels
add TPAD(E) into the labeling table of router R2 for the entities that E can flow to
according to labels
else
if the entity E to add is a workstation then (3)
if the entity £ has an equivalent database then
add entity F
add connection between entity E and router 2
add a line in the router 2 labeling table that contain the new entity E and the
entities that it can holds according to labels
add IP address of the new entity E into the labeling table of cloud router for
the authorized entities lines only
else
add entity F
Repeat step (2) and create a new equivalent database
Repeat step (3)
end if
end if
end if
end if
Return Output

Our solution is to keep the labeling tables sorted by label length and to search them by using

a binary search by length. The initial labeling table can be constructed bottom up, leading to

the desired sorting. To find if there is an already existent equivalence class where the new entity

should be added, we need to compare the label of the new entity with the elements in the table.

To do so, we can use a binary search algorithm since the table is sorted. Binary search runs in

logarithmic time in the worst case giving it a O (log n) time complexity, where n is the number

of elements in the table. If an exact match is found, the new entity will be added to the already
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existent equivalence class. Otherwise, a new class is created that will contain the new application
entity and a new storage entity that will also be created. Creation of an entity requires adding
the new entity to the labeling table. To keep the table sorted, the added entity must be added
in a specific position in the interval of elements that have the same label length. This can be
done by shifting one position down all the elements present after the intended insertion position.
In general, if we have n elements, we need to shift all the n elements. This gives a worst-case
time complexity of O(n), where n is the number of elements to shift in the table. To conclude,
the overall time complexity of the addition of an application entity will be O (log n) +O(n)=
O(n) which give us a linear time complexity. So, these well-known efficient algorithms can be

used in order to implement our entity addition algorithm.

8.2 Entity removal

Another update that can happen in our system is removal an entity. This will cause changes in
the physical configuration. The changes will depend on the type of the entity that we intend to
remove, as in the case of addition of entities scenario. We have three potential cases: removing

a sensor, removing a storage entity, and removing a workstation.

8.2.1 Removing a sensor If a sensor needs to be removed, the only change that needs to
occur is the removal of all the entries of the removed sensors in the labeling tables. The resulting
network configuration will be the same as the initial one except for the absence of the removed

Sensor.

8.2.2 Removing a storage entity If we want to remove a database or a storage entity,
things may be different. Since we deal with a centralized system where each storage entity has
an equivalent entity in the application layer, we cannot just remove a storage entity regardless of
the centralized character of our system. If we want to remove a storage entity, we must be sure
that the equivalent entity has another equivalent database that shares the same information
with it. That means that in the partial order, the equivalence class that contains the storage
entity that we intend to remove and its corresponding application layer entity, must contain

at least another storage entity. If it is the case, we can remove the storage entity, redirect the
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workstation into the second storage entity of the equivalence class, and remove all the entries
of the removed entities from the labeling table. If it is not the case, and we only have one
storage entity in the equivalence class, we cannot remove the storage entity since this will alter

the centralized aspect of our systern.

8.2.3 Removing a workstation The last scenario, is removing an entity from the application
layer. In this scenario, we also need to check the equivalence classes of the partial order. We have
two cases, if the equivalence class that contains the entity to remove has another application
layer entity in it, we only remove the intended entity and we leave the corresponding storage
entity to be used by other entities. If it is not the case, we remove the intended entity and
the corresponding storage entity since there is no need for it. On the physical layer, we can
have either one removed entity or two removed entities depending on the equivalence classes’
configuration. For any removed entities, we always remove their entries from all the labeling
tables.

In order to summarize the entity removal updates, we present Algorithm 5:
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Algorithm 5 Entity removal
Input: Initial physical topology
Output: Updated physical topology

1: if the entity F to add is a sensor then

2 remove F

3 remove all the entries of the entity E from the labeling tables

4: else

5: if the entity E to remove is a database (storage entity) then

6 remove entity F

7 remove all the entries of the entity E from the labeling tables

8 else

9 Entity impossible to remove
10: end if
11: if the entity E to remove is a workstation then

12: if the equivalence class of the entity E contain at least on other application layer

entity then

13: remove entity F

14: remove all the entries of the entity £ from the labeling tables
15: else

16: remove entity E

17: remove corresponding storage entity

18: remove all the entries of both entities from the labeling tables
19: end if
20: end if
21: end if

22: Return Output

Deleting an entity means that we need to remove this entry and all the occurrences of the
label name from the labeling table . We have to search for these occurrences element by element
and this gives us a time complexity of O(n) in the worst case, where n is the number of elements
in the table. Once the entity and its entries deleted, we need to shift back the table to keep it
sorted. This time the shift will be up. This can be done in an O(n) time complexity in the worst
case. To conclude, the overall time complexity of the removal of an entity will be O (n) +O(n)=
O(n) which is also the same linear time complexity, and these well-known efficient algorithms

can be used here as well.

8.3 Label changes

Another transformation that must be taken into consideration is the change of an entity’s label.
This may be done by an administrator or by the effect of a policy in order to create or remove

data transfer channels or increase or decrease the secrecy or integrity of an entity, this change
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leads to the change of the position of the entity in the partial order. Usually, the change is from
a certain secrecy level into a higher secrecy level. We do not consider the opposite change from
a given secrecy level into a lower one, because this can lead to a secrecy breach, since this entity
may have already accessed information classified higher than its new secrecy level.

This transformation can be considered equivalent to removal followed by an addition, so
the previous considerations apply. As in the case of removal, it has to be checked whether the
storage entity or entities connected to it are still needed. As in the case of addition, it has to be
checked whether the new entity will make an equivalence class by itself or whether it will join
an existing equivalence class.

When we talk about updating an entity, we refer principally to application layer entities
(workstations). However, there can be cases where we must take into consideration storage
entities as well. For example, if we want to update a workstation from a certain equivalence
class into a higher-level class, we must check if this higher level already contains a storage entity.
In this case, we do not need to update the equivalent storage entity to the workstation; we will
only add the workstation into the higher-level class.

The entries of the updated entity will be added into the labeling tables on the lines of the
entities included in the new higher-level class, which guarantees message forwarding between
all the components of the class. In our model, storage entities are used simply to contain the
data of their equivalence classes and appear or disappear according to this need. The cloud has
mechanisms to do this. However for practical reasons it may be necessary to move a storage
entity to a higher-level class. This can be done by a label change. However, it must be assured
that at least one storage entity remains in the previous equivalence class.

In order to summarize the entity updates, we present the following algorithm:
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Algorithm 6 Entity update

Input: Initial physical topology
Output: Updated physical topology

1:

2:

10:

11:
12:
13:

14:

15:
16:
17:
18:

if the entity F to update is an application layer entity (workstation) from class Al into A2
then
if the new equivalence class A2 of E has a storage entity then
add the entries of F into the labeling tables in the lines of all the entities of its new
equivalence class A2
else
add the entries of E' and its corresponding storage entity into the labeling tables in
the lines of all the entities of its new equivalence class A2.
end if
else
if the entity F to update is a storage entity from class A1 into A2 then
if there is a remaining storage entity in the previous equivalence class A1 then
add the entries of F into the labeling tables in the lines of all the entities of its
new equivalence class A2.

else
create a new storage entity F'
add the entries of F' into the labeling tables in the lines of all the entities of the
class Al
add the entries of E into the labeling tables in the lines of all the entities of its

new equivalence class A2
end if
end if
end if
Return Output

9.

Multiple flows scenario

In the previous study case and implementation, we only considered the existence of a single data

flow in the network. This data flow can be used to construct a partial order model to achieve

secrecy and privacy requirements. However, in some cases, separate data flows can be present

in a network. Each one of these flows will have different secrecy requirements and will need to

be controlled separately, hence it will have its own partial order model. In Chapter 6 we have

shown an e-commerce example where we have two data flows, one to carry orders and another in

the opposite direction to carry billing data. Taking in consideration this context,we add in our

case study a second downward flow that we call Diagnostic. Figure 33 shows the configuration

of this new flow. Note that in this figure, the direction of the data flow changes and becomes

from top to bottom.Hence, the secrecy levels of entities will also change, for example entity

ChiefMedic Wkstn will become the least secret entity in the system.

120



Implementation of a multi-level model using SDN in an IoT environment

K
ChiefMedicWkstn
{SamDiagnos,BobDiagnos, SallyDiagnos}

Doc1Wkstn Doc2Wkstn
{SamDiagnos,BobDiagnos} {SallyDiagnos}

SamWksin

{SamDiagnos} Nurse2Wkstn

{SallyDiagnos}
Nurse1Wkstn
{SamDiagnos,BobDiagnos}

E
SallyWkstn
{SallyDiagnos}

L
BobWkstn
{BobDiagnos}

Figure 33: The configuration of the Diagnostic flow

Just like the previous example, we deal with a centralized architecture. Hence, storage

entities must be added to the configuration. This will result in configuration of Fig. 34.
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Figure 34: The final configuration of the Diagnostic flow

We go back to our cases study and we add this Diagnostic flow alongside the previously
defined one that we call Consultation . We say that the previous case study deals with con-
sultation information where data flow from patients towards the medical staff as we have seen.
We add to this Diagnostic information that travels in the opposite direction and has its own

requirements in terms of secrecy, which leads to a different partial order.
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Figure 35: Two-flow network for the hospital example

If we compare this scenario to the first one, we see that there are some new added entites
BobWkstn, SamWkstn, and SallyWkstn respectively L, F, and E which represent the patient
applications that will allow them to consult the diagnostic data flow. So, for secrecy or privacy
requirements, each patient must only consult their own disagnostic data that they will get from
their treating medical staff.

To keep the two flows separate, we should identify the label sets that are relevant for each flow,
so many entities will have two labels. For example, the label of ChiefMedic Wkstn is as follows:
{ Consulta-tion(SamPress, BobPulse,SallyPulse,Stat1,Stat2), Diagnostic(SamDiagnos,SallyDiagnos, BobDiagnos) }.
This means that ChiefMedic Wkstn participates in two flows, one for Consultaion and one for
Diagnostic, and that for each flow, ChiefMedic Wkstn has access to data of the corresponding
labels.

This example also shows the necessity of having trusted entities that can access different
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data but are trusted to deliver the right data to the rightful subjects only. This can be the case
for example with Docl Wkstn that in the Diagnostic flow can access both Bob and Sam data
labeled respectively BobDisagnos and SamDiagnos. However, this entity is trusted to deliver
Bob’s data to BobWkstn and Sam’s data to Sam Wkstn. This can be the case also for the entities
ChiefMedic Wkstn, Doc2Wkstn, Nursel Wkstn, and Nurse2Wkstn.

In order to implement this model, we need again to create a centralized system where all the
data is saved in the cloud before being accessed by the users. For this purpose, we add storage
entities to the newly created entities for the patients. The storage entities for the patients
can represent for example small storage spaces allocated through the patient’s account created
during the registration on the hospital servers.

Figure 36 represents the logical topology for this network. In this figure, we have two sets
of labels, one set for each flow. Then the labels to be used to construct labeling tables and

forwarding tables after that depend on the type of flow.
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Figure 36: Logical topology for the second network

For the secrecy requirements of the Diagnostic flow, we obtain the following partial order.
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Figure 37: Partial order for the Diagnostic data flow

To implement this scenario of two separate flows in one network, we need to modify the

physical topology that will be used for the implementation. The new topology is presented in
figure 37.
In this topology, as the one seen earlier, we have two routers that interconnect our network
entities, one to interconnect our storage entities and one to connect our workstation. The new
added entities for this network (patients’ workstations and their respective storage entities) will
be connected to these two routers.

The main difference, in terms of labeling tables, is that each router will have two labeling
tables, one for each flow. Depending on the chosen type of data flow, the controller will use one
of the tables to create a different forwarding tables for different flows. Hence, the controller will
have a forwarding table for each flow.

In the case of Consultation data flow, the labelling table for the two routers will be the same

as the one for the earlier network. However, for the Diagnostic flow the tables will be as follows:
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’ Entity \ Holds ‘
IPAD (K’) IPAD (K’), IPAD (K)
IPAD (A”) IPAD (K), IPAD (A), IPAD (C),IPAD (A’)
IPAD (B’) IPAD (K), IPAD (B), IPAD (D), IPAD (B’)
IPAD (E’) | IPAD (K), IPAD (D), IPAD (B), IPAD (E),IPAD (E’)
IPAD (F’) | IPAD (K), IPAD (C), IPAD (A), IPAD (F).IPAD (F)
IPAD (L) | IPAD (K), IPAD (C), IPAD (A), IPAD (L), IPAD (L)

Table 8: Labeling table for the cloud router in the case of Diagnostic flow

[ Entity | Holds |
IPAD (K) IPAD (K’),IPAD (K)
IPAD(C) IPAD (K), IPAD (A),IPAD(C)
IPAD (A) IPAD (K), IPAD (C), IPAD (A’),IPAD(A)
IPAD (D) IPAD (K), IPAD (B), IPAD (B’), IPAD(D)
IPAD(B) IPAD (K), IPAD (D), IPAD (B’), IPAD(B)
IPAD (E) | IPAD (K), IPAD (D), IPAD (B), IPAD (E’), IPAD(E)
IPAD (F) | IPAD (K), IPAD (C), IPAD (A), IPAD (F), IPAD(F)
IPAD (L) | TPAD (K), IPAD (C), IPAD (A), IPAD (L), IPAD(L)

Table 9: Labeling table for router 2 in the case of Diagnostic flow

During the implementation and development of our controller, we then need to tag the data-
flows that we have in the network. As we said above, for each flow, we will have a set of labels
associated with it. Depending on the type of flow determined by the policies, the controller will
be producing a forwarding table and this table will be used by the routers to monitor the flow

in the network in order to meet our secrecy requirements and our partial order model.
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Figure 38: Physical topology for the second scenario

10. Simulation and implementation of the controller

In this section, we present our development of an SDN controller that implements the partial
order model using the physical architecture described in the previous section. The simulations
that will be done in this section aim only to test the privacy and secrecy requirements, meaning
that we will only test if data flow will arrive to authorized entities. We do not take in considera-
tion any other parameters. Parameters such as performances of the controller, scalability. . . etc.

are not specific to our research and have been tested in other research.
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10.1 Simulation tools and environment

In order to simulate our SDN network and before the creation of the SDN controller, we need to
define our simulation tools. A variety of simulation tools are available for SDN. The most used
are Mininet [3], Estinet [26,1] and ns3 [99,4]. The first two simulators were developed especially
for SDN use. The last one is a general network simulator that was adapted to simulate SDN
networks.

Since we are using OpenFlow as the most significant part of our implementation,we decided
to use Mininet as simulation tool for our work. OpenFlow is the protocol that will be in charge
of communication between our controller and the forwarding devices that we have in our network
(cloud router and Router 2).

Mininet is a network emulator that runs a collection of end hosts, switches, routers, and
links on a single Linux kernel. It uses virtualization to make the system look like a complete
network, running the same kernel, system, and user code. Mininet hosts behave just like real
machines that can run arbitrary programs. The programs can send packets through what seems
like a real Ethernet interface, with a given link speed and delay. Packets get processed by what
looks like real Ethernet switches or routers as in our case. Mininet’s virtual component, (hosts,
switches, links, and controllers) are created using software rather than hardware, and for the
most part their behaviour is similar to discrete hardware elements. It is usually possible to create
a Mininet network that resembles a hardware network, or a hardware network that resembles a
Mininet network, and to run the same binary code and applications on either platform.

A Mininet network consists of the following components:

1- Isolated Hosts: An emulated host in Mininet is a group of user-level processes. Hosts
provide the network with exclusive ownership of interfaces, ports, and routing tables. For
example, two web servers in the network can coexist, both listening to private eth( interfaces
on port 80.

2- Emulated Links: The data rate of each link is enforced by Linux Traffic Control (tc),

which has a number of packet schedulers to shape traffic to a configured rate. Each emulated
host has its own virtual Ethernet interface(s) (created and installed with ip link add/set). A

virtual Ethernet (or veth) pair, acts like a wire connecting two virtual interfaces, or virtual
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switch ports; packets sent through one interface are delivered to the other, and each interface
appears as a fully functional Ethernet port to all system and application software.

3- Emulated Switches: Mininet typically uses the default Linux Bridge or Open vSwitch

running in kernel mode to switch packets across interfaces. Switches and routers can run in the
kernel (for speed) or in user space (so we can modify them easily).
The reason of our choice of Mininet is that this simulator is specially designed to run OpenFlow
networks. All packages and tools needed for such simulation are available. Also this simulator
has many other advantages that made it suitable for our use:

1- Mininet is fast and easy to use : starting up a network can be done easily using
Python scripts. This means that your run-edit-debug loop can be very quick.

2- You can create custom topologies: a single switch, larger Internet-like topologies, IoT
networks.

3- You can run real programs: anything that runs on Linux is available for you to run,
from web servers to TCP window monitoring tools to Wireshark.

4- You can customize packet forwarding: Mininet’s switches are programmable using
the OpenFlow protocol by setting a controller that will be responsible for policy enforcement.

5- You can run Mininet on your laptop, on a server, in a VM, on a native Linux box.
There is no specific hardware needed to run it. And you can share and replicate results: anyone
with a computer can run your code once you’ve packaged it up.

6- Mininet is an open-source project so it is available for use at any given time.

7- Mininet is under active development. Behind it there is a developer commu-nity that
can try to explain it, fix it, or help user fix it.
Finally, Keti et al. [64] and Rogerio et al. [100] conducted tests to study Mininet limitations
related to the simulation environment, resource capabilities, and to evaluate the scalability of
Mininet in terms of creating topologies with varying number of nodes and different environment
scenarios. The studies concluded that Mininet can be utilized as one of the powerful tools in
emulating the SDN and virtual networks.

Once we choose and set up our simulation environment, we move to the second phase of

our implementation which consists of the development of a controller that will be in charge of

enforcing our partial order flow policy.
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In the context of SDN, many open-source controllers are available to use. The most common ones
are POX, Ryu, FloodLight and OpenDaylight. Each of these controllers has its own features.
SDN controllers features may include [87] :

1- Programming language: SDN Controllers can be developed using programming lan-
guage such as C/C++, Python, and Java. The language used to develop the controllers have
an impact on the controller’s performance. By performance we mean the capacity to run cross-
platforms, allowing fast memory access and good memory management, and finally the ease of
learning the programming language.

2- OpenFlow support: since OpenFlow is the key communication protocol in the south-
bound APT (between data plane and control plane), the controller must be able to implement
perfectly OpenFlow and especially the newer version of it.

3- Network programmability: the controller support of network programmability relies
on its degree of integration of a wide number of northbound interfaces, a good user interface
and a command-line interface.

4- Efficiency and performance: these criteria are used to refer to different parameters
such as performance, scalability, reliability, and security.

5- Southbound and northbound API: describe the versions of both bound APIs sup-
ported by the controllers. For an optimal performance, the controller must support the newest
versions of protocols in both bounds.

6- Partnership: this parameter highlights the participation of reputable organizations in
the development of controllers. Organizations such as : Cisco , IBM ... are active contributors
in the SDN controllers market. An SDN controller with a good partnership will have chances
to be maintained for a long time.

Figure 39 shows a comparison between different available controllers according to the features

described above and done by Ola et al.[87].

131



Implementation of a multi-level model using SDN in an IoT environment

]
- i =
£ £ g = S ~ 3
g & .5 |2 |2 % Ee s |2 2 | £z |3
Exb(z |83 |3 R : (%2 [E¢ |3 £§ gg
= L [&] E]
A 3 |= |28 3 3% | < 4
ONOS Java Web Good High | D Linux MAC Fair OF1.0, REST | ONLAB, At&T, | Y N
Based 08, And 1.3, APl Cicna,Cisco,
Windows NETCO Encsson Fujitsu,
NF Huawe, Intel,
Nec,Nsf Nt
Comunnication,
Sk Telecom
Open- Java Web Very High | D Linux MAC Far | OF10, REST | Linux Y Y
Based Good 0S, And 13,14, APl Foundation With
Day- Windows NET- Memberships
Light CONF/ Coverng Over
YANG, 40 Companies,
OVSDB, Such As Cisco,
PCEP, IBM, NEC
BGP/LS,
LISP,
SNMP
NOX C++ Python Poor Low C Most Fair OF 1.0 REST | Niia NOX N
+QT4 Supported On APl MT
Linux
POX Python Python Poor Low | C Linux MAC High | OF 1.0 REST | N N N
+QT4 08, And APl
Windows
RYU Python | Yes Fair Far | C Most High | OF 1.0, | REST | Nippo Tclegraph | Y Y
Supported On 12,13, For And Telephone
Linux 1.4, South Corporation
NETCO bound
NF, OF-
CONFIG
Beacon Java Web Fair Fair C Linux MAC Fair OF 1.0 REST | Standford Y N
Based 08, And APl University
Windows
Maestro Java - Poor Fawr C Linux MAC Faur OF 1.0 REST RICE, NSF Y N
08, And APl
Windows
Flood- Java Web/ Good Fair C Linux MAC Fair OF10, REST | Big Switch Y N
Java 0S8, And 1.3 APl Networks
Light Based Windows
Iris Java Web Faur Fair C Linux MAC Fair OF 1.0, REST ETRI Y N
Based 0S8, And 1.3, APl
Windows OvVSDB
UL G Web Fair Fair | C Most Fair | OF 14, | REST | Kukloud Y Y
Based Supported On 13,10, | API
Linux OVSDB,
OF-
CONFIG
Runos C++ Web Faur Faur D Most Faur OF13 REST ARCCN L} N
Based Supported On APl
Linux
Lib- Cr - Fair Fair | - Most Far | OF10, |- ONF Y N
) Supported On 1.3
Fluid Linux

Figure 39: Comparison between SDN controllers [87]
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Khondoker et al. [66], Shalimov et al. [112], and Shah et al. [111] compared SDN controllers
according to different criteria, however, we believe that the study presented above is more general
and can be used to determine the appropriate controller to use.

We have then chosen to develop a Ryu controller [68]. A Ryu Controller is an open, python-
based Software-Defined Networking (SDN) controller. It is designed to increase the agility of the
network by making it easy to manage and adapt how traffic is handled. Ryu provides software
components with well-defined APIs that make it easy for developers to create new network
management and control applications. Our choice is motivated by the fact that Ryu is the most
suitable controller for use in Mininet environment since it supports OpenFlow 1.0, 1.2, 1.3, 1.4.
Another reason is that,because of the fact that is is Python-based, it is easier in Ryu to develop
new network management and control applications in comparison with other controllers. Finally,
Saleh et al. [103] and Islam et al. [58] have reported on testing the performance of the Ryu
controller in many simulation scenarios and have concluded that the controller is very suitable

for prototyping, experimentation, research and demonstrations.

Fig. 39 represents the Ryu controller architecture.

» Follows standard SDN architecture

operator openstack User app

Well defined API
(REST, RPC...)

Application layer
\j

Control layer

] Open protocols
(OpenFlow, OF-config,
NETConfig, OVSDB...)

Figure 40: Ryu controller architecture [111]
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10.2 Simulation of our case study

We have done the simulation of our case study by using the simulation tools presented in the
previous section. We have implemented the architecture presented in Fig. 27 in a Mininet
simulator, then we have developed a Ryu controller with Python to control the data flow in the
network for secrecy and privacy requirements according to our partial order model.

To create our topology, we have used the Python API to write a topology Python script.
First, we had to create an empty network and add nodes or entities into it. To create this empty
network, we manually create a default controller called Controller ¢0. This default controller
will be replaced later on with our Ryu controller. The creation of the empty network and the

controller cO can be done as follows:

def myNetwork():
net = Mininet( topo=None, build=False, ipBase=’10.0.0.0/87)
info( ’*¥* Adding controller\n’ )

cO=net.addController (name=’c0’, controller=RemoteController, ip=’127.0.0.17,

protocol=’tcp’, port=6653)

Once the empty network is created, we add our switches and hosts using net.addSwitch() and
net.addHost() classes. For each added entity, we need to specify the host information such as:

host name, ip address and default route.

sl = net.addSwitch(’s1’, cls=0VSKernelSwitch)

A = net.addHost(’A’, cls=Host, ip=’10.0.0.1’, defaultRoute=None)

In our architecture, we use routers. However, in SDN context using OpenFlow protocol we do
not care about routers and switches we only refer to OpenFlow switches. The reason is that
Openflow works by updating entries to the forwarding table in the router or switch. Therefore,
it is not a routing or switching protocol at all. OpenFlow is about forwarding. The forwarding
table is defined by the controller through flow rules that can be defined by the user and is what
all routers and switches use to dispatch frames and packets to their output ports.

Once all the switches and hosts had been created, we only had to create the links between

them. This was done with the class net.addLink(). Our network and controller could then be
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started .

info( ’**x Starting network\n’) net.build() info( ’*** Starting controllers\n’)

for controller in net.controllers: controller.start()
info( ’**x Starting switches\n’)
net.get(’s1’).start([c0])

net.get(’s2’).start([c0])

info( ’**x Post configure switches and hosts\n’)
CLI(net) net.stop()

if __name__ == ’__main__’: setLoglevel( ’info’) myNetwork()

The following figure generated by Mininet shows our topology created into the Mininet environ-

ment, it can be seen that it corresponds to Fig 28.
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Figure 41: Simulated architecture generated by Mininet
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The following table recapitulates the meaning of the hostnames presented in the topology.

’ Host ID \ Definition

A Nurselwkstn
B Nurse2Wkstn
C Doc1Wkstn
D Doc2Wkstn
J PulseDetect (Sally)
H

I

G

K

PressDetect (Sam)
PulseDetect (Bob)

ReanimationWkstn
ChiefMedicWkstn
A’ Ward1DB
B’ Ward2DB
G’ ReanimationDB
K’ AdminDB

Table 10: Entities correpondance in the simulation

Once the topology established, we move to the second phase, the development of our Ryu
controller. For that, a second Python script is written. This new script will implement into the
controller the labeling table we described in section 4 alongside the data flow rule. The Ryu
controller will then generate a forwarding table that will enforce the partial order model of Fig.
27. Only the authorized flows in the partial order will be allowed.

Once the implementation done, we will simulate the flow in the network, we are only in-
terested in the data flow and reachability. We will use the ping command to see if the result
matches the secrecy requirements or our partial order. Fig.42 shows the results that we obtained

during the simulation.
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mininet> J ping B

PING 10.0.6.2 (10 0.0. 2) 56(84) bytes of data.
bytes from . icmp_seq=1 ttl=64 time=17.1
bytes from .0. icmp_seq=2 time=10.9
bytes from 20 icmp_seq=3 time=5.
bytes from .0.0. icmp_seq=4 time=3.
bytes from A icmp_seq=5 time=7.
bytes from .0.0. icmp_seq=6 time=4.
bytes from .0.0.2: icmp_seq=7 64 time=7.

-- 10.0.0.2 ping statistics ---
7 packets transmitted, 7 received,

mininet> H ping A

PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.

64 bytes from 10.0.0.1: icmp_seq=1 ttl=64 time=17.4
64 bytes from 10.0.0.1: i i tim .20
64 bytes from 10.0.0.1: icmp_seg=3 ttl=64 tim .68
64 bytes from 10.0.0.1: icmp_seq=4 ttl=64 time=4.13
64 bytes from 10.0.0.1: icmp_seg=5 ttl=64 tim .21
64 bytes from 10.0.0.1: icmp_seq=6 ttl=64 time=5.44
AC

--- 10.0.0.1 ping statistics ---

6 packets transmitted, 6 received, 0% packet loss, time 5008ms

ininet> A ping A1l

PING 10.0.0.8 (10.0.0. s) 56(84) bytes of data.
bytes from .0.0.8: icmp_seq=1 ttl=64 time=21.7
bytes from .0.0.8: icmp_seq=2 ttl=64 time=2.99
bytes from .0.0.8: icmp_seq=3 ttl=64 time=2.69
bytes from .0.0.8: icmp_seq=4 ttl=64 time=7.09
bytes from .0.0.8: icmp_seq=5 ttl=64 time=8.61
bytes from .0.0.8: icmp_seq=6 ttl=64 time=10.8

.0.8 ping statistics ---
b packets transmitted, 6 received, 0% packet loss, time 5009ms
tt min/avg/max/mdev = 2.690/9.007/21.766/6.406 ms

PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.

" C

--- 10.0.0.1 ping statistics ---

11 packets transmitted, 0 received, 100% packet loss, time 10223ms

ininet> A ping K
PING 10.0.0.6 (16 0.0.6) 56(84) bytes of data.
bytes from 5 icmp_seq=1 ttl=64 time=5. ms
bytes from
bytes from 0
bytes from Los
bytes from A
.0
(]

.6:

6: icmp_seq=2 ttl=64 time=1. ms
.6: icmp_seq=3 ttl=64 time=5. ms
.6: icmp_seq=4 ttl=64 time=2. ms
6: icmp_seq=5 ttl=64 time=6. ms
6: icmp_seq=6 ttl=64 time=7. ms
0.6: icmp_seq=7 ttl=64 time=1.88 ms

bytes from

V64 bytes from 10.
7I\c
--- 10.0.0.6 ping statistics ---

packets transmitted, 7 received, 0% packet loss, time 6016ms

Figure 42: Some simulation results of our implementation

In Fig.42, we can see some results for different scenarios. We have some connection estab-
lished between entities in the case of authorized data flow ( J to B, H to A, A to A’, A to
K), and some unauthorized flows where there is no connection (J to A). All the results are in
concordance with the partial order and flow rules.

In the case of changes in the network (addition of entities, removal of entities, label update,

see Sect. 7), their implementation will be done by following the methods described in the
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different algorithm of section 7. We need to add the labels to the labeling tables in the case
of entity addition. In the case of removal, we only remove the entity from the topology, and
remove all it entries on the label table. This will generate a new forwarding table that will meet

the new secrecy requirements of the new partial order.

10.3 Simulation of multiple flows case study

For the multiple flows case study, we deal with two flows Diagnostic and Consultation, meaning
that we need to have two different labeling tables, one for each flow. The simulated architecture
is shown in figure 37. Before the simulation, we must choose which flow we want to simulate.
If we choose the Consultation flow, the results will be the same as those we have seen earlier.
However, in the case of Diagnostic flow we will be dealing with a different partial order and
different secrecy requirements. Following are the results of the simulation of the Diagnostic flow.
Once more, we are only interested in simulating the data flow of information and reachability.

Fig.43 shows some results..
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mininet> A ping E

PING 10.0.0.15 (10.0.0.15) 56(84) bytes of data.

AC

--- 10.0.0.15 ping statistics ---

5 packets transmitted, 0 received, 100% packet loss, time 4099ms

mininets> E_bing-F

PING 10.0.0.16 (10.0.0.16) 56(84) bytes of data.

AC

--- 10.0.0.16 ping statistics ---

8 packets transmitted, © received, 100% packet loss, time 7159ms

mininet> A ping L1

PING 10.0.0.20 (10.0.0.20) 56(84) bytes of data.

64 bytes from 10.0.0.20: icmp_seqg=1 ttl=64 tim .53 ms
bytes from 10.0.0.20: icmp_seg=2 ttl=64 tim .29 ms
bytes from 10.0.0.20: icmp_seq=3 ttl=64 time=5.33 ms

- 10.0.0.20 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2002ms

mininet> C ping L

PING 10.6.0.17 (10.0.0.17) 56(84) bytes of data.

64 bytes from 10.0.0.17: lCmp Seq 1 ttl=64 time=3.50 ms

64 bytes from 10.0.0.17:

64 bytes from 10.0.0.17: =

64 bytes from 10.0.0.17: icmp_seq=4 ttl=64 time=3.10 ms

(e

--- 10.0.0.17 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3005ms

mininet> D ping E
PING 10.6.0.15 (10.0.0.15) 56(84) bytes of data.
bytes from 10.0.0.15: icmp_seq=1 ttl=64 time=2.97
bytes from 10.0.0.15: i
bytes from 10.0.0.15: i .
from 10.0.0.15: icmp_seg=4 ttl=64 time=3.56

.0.15 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3003ms

mininet> K ping F1
PING 10.0.0.19 (10.0.0.19) 56(84) bytes of
64 bytes from 10.0.0.19: icmp_seq=1 ttl=64
64 bytes from 10.0.0.19: icmp_seg=2 ttl=64
64 bytes from 10.0.0.19: icmp_seq=3 ttl=64 4
64 bytes from 10.0.0.19: icmp_seq=4 ttl=64 time=3.16
AC
--- 10.0.0.19 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3006ms

mininet> K ping C
PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.
from 10.0.0.3: icmp_seq=1 ttl=64 time=6.87
from 10.
from 10.
from 10.

: icmp_seq=3 ttl=64 time=3.01

3
3: icmp_seq=2 ttl=64 time=1.49
3
3: icmp_seq=4 ttl=64 time=2.96

0.0
0.0.
0.0.
0.0

.0.3 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms

mininet> D ping B
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
54 bytes from 10.0 icmp_seq=1 ttl=64 time=18.0
bytes from 10.0 icmp_seq=2 ttl=64 time=3.44
bytes from 10.0 icmp_seq=3 ttl=64 time=4.37
bytes from 10.0 icmp_seq=4 ttl=64 time=1.44
bytes from 10.0 icmp_seq=5 ttl=64 time=3.62
AL
--- 10.0.0.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4006ms
mininet> A ping K
PING 10.0.0.6 (10.0.0.6) 56(84) bytes of data.
AC
--- 10.0.0.6 ping statistics ---
7 packets transmitted, 0 received, 100% packet loss, time 6142ms
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The results show a respect of the partial orders and flow rules for all flows. We have some
authorized flows such as : A to L’, C to L, D to E, K to F’, K to C, D to B. We can also
see the cases of unauthorized flows such as flows : A to E, E to F, and A to K . The reason
for the test refusal in the case of unauthorized flow is due to the fact that these flows do not
satisfy partial order relations.Which means that the concerned entities do not respect the label
inclusion relation.

In the tests that we have done in both cases, we have tried to cover different situations that
can occur in our system such as:

- Data flow between entities in the same equivalence class

- Data flow between two entites in different equivalence classes where flow between them is
authorized according to partial order model policies.

- Data flow between two entites in different equivalence classes where flow between them is
frobidden according to partial order model policies.

We realize that the testing that we have performed is far from constituting a systematic

testing procedure, and we leave this as a topic for future research.

11. Conclusion

In this chapter, we present an implementation method to our partial order model in the context of
the Internet of things. The implementation uses Software-Defined Networks; an SDN controller
is developed in order to control data flow in the network using the flow rules of our model. In
order to control the flows, the controller will use the labeling tables that we implement into
it and will construct forwarding tables that will be transferred into the routers through the
protocol OpenFlow. This can be done in the two cases of single or multiple networks that we
can distinguish by using labels.

Simulation results of reachability show a perfect match between the controller decisions in

allowing or forbidding flows and the partial order of the given flow.
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Chapter 8

Conclusion and future works

1. Accomplished work

We addressed the problem of data flow control in organizations and in distributed systems such
as the Internet of Things. We started by showing that the existing access control models, with
the exception of MAC, are far from guaranteeing a satisfying data flow control. Most models,
including recent and more used ones such as RBAC and ABAC, are concerned about access to
information, but much less concerned about where the information will end.

The area of data flow has been extensively studied in different contexts. However, in our
context, all the existing security data flow models are based on the lattice model. This model
defines security properties in terms of itself, which makes it necessary to include inexistent or
impossible entities in order to obtain the lattice structure. For this reason, this model is not
much used in practice.

Essentially, in our research we have generalized the lattice model. A lattice is a special
case of a partial order. The method we have developed does not force the creation of a lattice
structure. It is based on the concept of quasi order (or semi-order) that can be transformed into
a partial order of components. A partial order is necessary and sufficient for data secrecy and
privacy, and always exists. Thus, our model is more general, more realistic and more applicable
than the traditional lattice model. The development, evaluation and the implementation of this
model is the main contribution of our work.

We have shown in our thesis that our model can be implemented in both organizational
networks and in new generation networks such as the Internet of Things.

Our method applies also to other access control models once the access control matrix de-
termined by them has been calculated. In fact, once the layered model that is inside an access
control system has been found, we can determine which are the objects suitable to contain the
most secret, data. Those objects are those that cannot be read by other entities in the system.
Similarly, we can determine which are the objects suitable to contain the data that should have

the highest integrity, these are the objects that cannot be written by other entities. These
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concepts are new and useful to identify secrecy and integrity levels in arbitrary access control
systems.

To support our method, efficient polynomial time algorithms are available in the area of
graph theory. By using these algorithms, we can find the layered system that is determined
by an access control system, we can construct the partial order of components for the system,
and finally we do the data flow analysis that determines the area of each data. Our simulation
results show that this can be done in practice for up to tens of thousands of subjects and objects.
These results are presented in chapter 5.

In the case of RBAC, we have a meaningful contribution. In fact, we have shown that, if the
permissions are limited to reading and writing operations, there is an immediate translation from
RBAC permission to capability lists and finally, into multi-level systems.. The results obtained
can be used in the role engineering phase of RBAC implementation, by eliminating unused
roles, or combining roles and objects that are in the same components. Further, by using our
approach, we can construct a Label-based access control system from the initial access control
system. This is developed in chapter 5.

Our approach is applicable beyond the organizational context. It also contributes in the
context of distributed systems such as the Internet of Things. We have proposed a solution for
data flow control in the IoT using our partial order model. Entities of the IoT networks are
labeled according to the type of data they can hold, which makes it possible to configure data
transfer channels such that all and only logically allowed flows are possible. This takes care of
both secrecy and integrity requirements.

In practical systems, data flows can vary in time because of environmental conditions, and
entities can be added or removed, which influences the data flows relations of the network.
Therefore, in general, locally adding or removing entities or permission can have ripple effects
that can involve other entities and permission, possibly in the whole network. We can address
this either by recalculating the partial order of the system after each update. or by using
implementation algorithms proposed in this thesis that depend on the type of modification
done.

In order to implement our method in real system, we chose to work with SDN. This new

network technology allows us to control all aspects of the network centrally throught an SDN
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controller. We have proposed a transformation of a logical data flow control architecture into
a physical one using a centralized IoT. This centralization will allows us a better control of
the security in the system. Afterward, we have developed our own Ryu controller that will be
responsible of the management of the network. Since we are dealing with data flow, the main
purpose of our controller will be then to control data flow in the netwrok according to rules of
the partial order model.

Finally, in each partial order, data can flow only upward. So for practical applications it
will be necessary to have several coexisting partial orders at each network state. This can be
achieved by extending our approach. Data will be labeled by flow type, and each flow will have
its own partial order. Furthermore, it will be necessary to have trusted entities that belong to
several partial orders and can be trusted to keep separate the different type of flows that can
pass through them.

For the convenience of the readers, we will now summarize our contributions in point form:

1- An analysis of the main families of access control and flow control models, in order to
show some of the limits of these models in terms of data flow control (Chapter 3).

2- A critical analysis of the main data flow control model used in the literature, namely the
lattice model due to Denning (Chapters 3,4)

3- The proposal of our model based on partial orders, with simulations to prove its feasibility
in systems up to many thousands of entities. (Chapter 5)

4- Proving the feasibility of our method beyond the organizational context, and presenting
an application of it in the context of the IoT (Chapter 6).

5- Proposing an implementation of our method in the context of IoT, yielding a method
to construct IoT configurations that meet privacy and secrecy requirements. Our proposition
considers network reconfigurations and multiple data flows (Chapter 7).

6- The development of an SDN controller that aims to enforce partial order model’s policies
in order to control data flow in the network to meet privacy and secrecy requirements (Chapter

7).
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2. Limits

In the conception of our model, we only dealt with data flow, and not information flow. The
latter can be the consequence of a combination of data flows and inferences and can create
hidden channels. Inferences can result in the creation of information that can be transferred
as data, and can lead to the transfer of new data that should not be transferred according to
access control and data flow policies (for example, secret data can be inferred from non-secret
data and then transferred).

Mechanisms to control inferences are different from those used in data flow control, and they
are the subject of a different literature and methods. However, it can be safely said that no
inferences are possible on data that are not available, and in this sense data flow control is more

specific than information flow control.

3.Future work

Research possibilities beyond the contributions of this thesis include the study of more dis-
tributed network architectures than those that have been considered, in two directions:

- In the implementation of our method, we only took in consideration a centralized IoT
architecture, meaning that all collected data must pass through a central entity, in this case
the cloud. An extension of our method into a more distributed IoT architecture where all the
entities are interconnected without a need for a centralized entity can be a subject of future
research.

- In our implementation architecture, we have considered a classical cloud vision, where the
cloud service is controlled from in a single location. This allowed us to develop a control method
suited for our centralized architecture. However, with the development of new technologies,
we are moving toward more distributed cloud architectures where cloud services are controlled
from multiple different locations. Such architectures require distributed SDN controllers (flat
architecture controllers and hierarchical architecture controllers). The use of such controllers
can be studied in future contributions.

- Finally, our simulations have shown that our approach can be efficiently implemented. An

industrial tool could regroup all that has been done in this thesis. The tool will allow security
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administrators to create data secure networks using the predicates seen in Chapter 6. Once the
network is created, the data-flow analysis and implementation possibilities will be automatically
generated with the tool. However, the implementation of such a commercial tool will require an

industrial effort. We have already issued a proposal for an industrial tool for data security.
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